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Summary

CVE CVE-2017-18347

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-12 15:29:00 UTC

Updated 2021-05-04 14:07:00 UTC

Description Incorrect access control in RDP Level 1 on STMicroelectronics STM32F0 series devices allows physically present attackers to extract the device's protected firmware via a special sequence of Serial Wire Debug (SWD) commands because there is a race condition between full initialization of the SWD interface and the setup of flash protection.

Risk And Classification

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware St Stm32f030c6 - All All All

Operating System St Stm32f030c6 Firmware - All All All

Hardware St Stm32f030c8 - All All All

Operating System St Stm32f030c8 Firmware - All All All

Hardware St Stm32f030cc - All All All

Operating System St Stm32f030cc Firmware - All All All

Hardware St Stm32f030f4 - All All All

Operating System St Stm32f030f4 Firmware - All All All

Hardware St Stm32f030k6 - All All All

Operating System St Stm32f030k6 Firmware - All All All

Hardware St Stm32f030r8 - All All All

Operating System St Stm32f030r8 Firmware - All All All

Hardware St Stm32f030rc - All All All

Operating System St Stm32f030rc Firmware - All All All

Hardware St Stm32f031c4 - All All All

Operating System St Stm32f031c4 Firmware - All All All

Hardware St Stm32f031c6 - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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