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Summary

CVE CVE-2017-18860

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-29 14:15:00 UTC

Updated 2022-01-04 16:53:00 UTC

Description Certain NETGEAR devices are affected by debugging command execution. This affects FS752TP 5.4.2.19 and earlier, GS108Tv2 5.4.2.29 and earlier, GS110TP 5.4.2.29 and earlier, GS418TPP 6.6.2.6 and earlier, GS510TLP 6.6.2.6 and earlier, GS510TP 5.04.2.27 and earlier, GS510TPP 6.6.2.6 and earlier, GS716Tv2 5.4.2.27 and earlier, GS716Tv3 6.3.1.16 and earlier, GS724Tv3 5.4.2.27 and earlier, GS724Tv4 6.3.1.16 and earlier, GS728TPSB 5.3.0.29 and earlier, GS728TSB 5.3.0.29 and earlier, GS728TXS 6.1.0.35 and earlier, GS748Tv4 5.4.2.27 and earlier, GS748Tv5 6.3.1.16 and earlier, GS752TPSB 5.3.0.29 and earlier, GS752TSB 5.3.0.29 and earlier, GS752TXS 6.1.0.35 and earlier, M4200 12.0.2.10 and earlier, M4300 12.0.2.10 and earlier, M5300 11.0.0.28 and earlier, M6100 11.0.0.28 and earlier, M7100 11.0.0.28 and earlier, S3300 6.6.1.4 and earlier, XS708T 6.6.0.11 and earlier, XS712T 6.1.0.34 and earlier, and XS716T 6.6.0.11 and earlier.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Netgear Fs752tp - All All All

Hardware Netgear Fs752tp - All All All

Operating System Netgear Fs752tp Firmware All All All All

Hardware Netgear Gs108t v2 All All All

Hardware Netgear Gs108t v2 All All All

Hardware Netgear Gs108tv2 - All All All

Operating System Netgear Gs108t Firmware All All All All

Hardware Netgear Gs110tp - All All All

Hardware Netgear Gs110tp - All All All

Operating System Netgear Gs110tp Firmware All All All All

Hardware Netgear Gs418tpp - All All All

Hardware Netgear Gs418tpp - All All All

Operating System Netgear Gs418tpp Firmware All All All All

Hardware Netgear Gs510tlp - All All All

Hardware Netgear Gs510tlp - All All All

Operating System Netgear Gs510tlp Firmware All All All All

Hardware Netgear Gs510tp - All All All
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Hardware Netgear Gs510tp - All All All

Hardware Netgear Gs510tp - All All All

Hardware Netgear Gs510tpp - All All All

Hardware Netgear Gs510tpp - All All All

Operating System Netgear Gs510tpp Firmware All All All All

Operating System Netgear Gs510tp Firmware All All All All

Hardware Netgear Gs716t v2 All All All

Hardware Netgear Gs716t v3 All All All

Hardware Netgear Gs716t v2 All All All

Hardware Netgear Gs716t v3 All All All

Operating System Netgear Gs716t Firmware All All All All

Operating System Netgear Gs716t Firmware All All All All

Hardware Netgear Gs724t v3 All All All

Hardware Netgear Gs724t v4 All All All

Hardware Netgear Gs724t v3 All All All

Hardware Netgear Gs724t v4 All All All

Operating System Netgear Gs724t Firmware All All All All

Operating System Netgear Gs724t Firmware All All All All

Hardware Netgear Gs728tpsb - All All All

Hardware Netgear Gs728tpsb - All All All

Operating System Netgear Gs728tpsb Firmware All All All All

Hardware Netgear Gs728tsb - All All All

Hardware Netgear Gs728tsb - All All All

Operating System Netgear Gs728tsb Firmware All All All All

Hardware Netgear Gs728txs - All All All

Hardware Netgear Gs728txs - All All All

Operating System Netgear Gs728txs Firmware All All All All

Hardware Netgear Gs748t v4 All All All

Hardware Netgear Gs748t v5 All All All

Hardware Netgear Gs748t v4 All All All

Hardware Netgear Gs748t v5 All All All

Operating System Netgear Gs748t Firmware All All All All

Operating System Netgear Gs748t Firmware All All All All

Hardware Netgear Gs752tpsb - All All All

Hardware Netgear Gs752tpsb - All All All

Operating System Netgear Gs752tpsb Firmware All All All All
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Hardware Netgear Gs752tsb - All All All

Hardware Netgear Gs752tsb - All All All

Operating System Netgear Gs752tsb Firmware All All All All

Hardware Netgear Gs752txs - All All All

Hardware Netgear Gs752txs - All All All

Operating System Netgear Gs752txs Firmware All All All All

Hardware Netgear M4200 - All All All

Hardware Netgear M4200 - All All All

Operating System Netgear M4200 Firmware All All All All

Hardware Netgear M4300 - All All All

Hardware Netgear M4300 - All All All

Operating System Netgear M4300 Firmware All All All All

Hardware Netgear M5300 - All All All

Hardware Netgear M5300 - All All All

Operating System Netgear M5300 Firmware All All All All

Hardware Netgear M6100 - All All All

Hardware Netgear M6100 - All All All

Operating System Netgear M6100 Firmware All All All All

Hardware Netgear M7100 - All All All

Hardware Netgear M7100 - All All All

Operating System Netgear M7100 Firmware All All All All

Hardware Netgear S3300 - All All All

Hardware Netgear S3300 - All All All

Operating System Netgear S3300 Firmware All All All All

Hardware Netgear Xs708t - All All All

Hardware Netgear Xs708t - All All All

Operating System Netgear Xs708t Firmware All All All All

Hardware Netgear Xs712t - All All All

Hardware Netgear Xs712t - All All All

Operating System Netgear Xs712t Firmware All All All All

Hardware Netgear Xs716t - All All All

Hardware Netgear Xs716t - All All All

Operating System Netgear Xs716t Firmware All All All All

References

Reference

http://cve.report/vendor/netgear
http://cve.report/software/netgear/gs752tsb
http://cve.report/vendor/netgear
http://cve.report/software/netgear/gs752tsb
http://cve.report/vendor/netgear
http://cve.report/software/netgear/gs752tsb_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/gs752txs
http://cve.report/vendor/netgear
http://cve.report/software/netgear/gs752txs
http://cve.report/vendor/netgear
http://cve.report/software/netgear/gs752txs_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m4200
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m4200
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m4200_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m4300
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m4300
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m4300_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m5300
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m5300
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m5300_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m6100
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m6100
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m6100_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m7100
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m7100
http://cve.report/vendor/netgear
http://cve.report/software/netgear/m7100_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/s3300
http://cve.report/vendor/netgear
http://cve.report/software/netgear/s3300
http://cve.report/vendor/netgear
http://cve.report/software/netgear/s3300_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/xs708t
http://cve.report/vendor/netgear
http://cve.report/software/netgear/xs708t
http://cve.report/vendor/netgear
http://cve.report/software/netgear/xs708t_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/xs712t
http://cve.report/vendor/netgear
http://cve.report/software/netgear/xs712t
http://cve.report/vendor/netgear
http://cve.report/software/netgear/xs712t_firmware
http://cve.report/vendor/netgear
http://cve.report/software/netgear/xs716t
http://cve.report/vendor/netgear
http://cve.report/software/netgear/xs716t
http://cve.report/vendor/netgear
http://cve.report/software/netgear/xs716t_firmware


Security Advisory for Authentication Bypass and Remote Command Execution on Some Smart and Managed Switches, PSV-2017-0857 | Answer | NETGEAR Support

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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