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Cybozu Garoon 3.0.0 to 4.2.3 allows remote authenticated attackers to bypass access restriction in Workflow and the "Mult
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Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type

Application
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Application
Application
Application
Application
Application
Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Cybozu Garoon 3.0.0 All All All
Cybozu Garoon 3.0.1 All All All
Cybozu Garoon 3.0.2 All All All
Cybozu Garoon 3.0.3 All All All
Cybozu Garoon 3.1.0 All All All
Cybozu Garoon 3.1.1 All All All
Cybozu Garoon 3.1.2 All All All
Cybozu Garoon 3.1.3 All All All
Cybozu Garoon 3.5.0 All All All
Cybozu Garoon 3.5.1 All All All
Cybozu Garoon 3.5.2 All All All
Cybozu Garoon 3.5.3 All All All
Cybozu Garoon 3.54 All All All
Cybozu Garoon 3.5.5 All All All
Cybozu Garoon 3.7.0 All All All
Cybozu Garoon 3.7.1 All All All
Cybozu Garoon 3.7.2 All All All
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CVE Program record

NVD vulnerability detail
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JVN#73182875: Multiple vulnerabilities in Cybozu Garoon

Cybozu Garoon Multiple Security Vulnerabilities

PARI X REGERAFEY A - [CyVDB-1276]7 — 2 JO—S L URILF LR — FICEY 2 RAFHIRREE DRSS

Source

JVN

BID

MISC

CVE.ORG

NVD

Link
jvn.jp
WWW.S!
suppor
WWW.C'

nvd.nis

-

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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