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HTTP header injection vulnerability in TS-WPTCAM firmware version 1.18 and earlier, TS-WPTCAM2 firmware version 1.0l
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Risk And Classification

Problem Types: CWE-93

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Hardware
Hardware
Operating System
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
lodata Ts-ptcam - All All All
lodata Ts-ptcam - All All All
lodata Ts-ptcam/poe - All All All
lodata Ts-ptcam/poe Firmware All All All All
lodata Ts-ptcam/poe - All All All
lodata Ts-ptcam/poe - All All All
lodata Ts-ptcam/poe Firmware All All All All
lodata Ts-ptcam Firmware All All All All
lodata Ts-wlc2 - All All All
lodata Ts-wlc2 - All All All
lodata Ts-wlc2 Firmware All All All All
lodata Ts-wlce - All All All
lodata Ts-wlce - All All All
lodata Ts-wlce Firmware All All All All
lodata Ts-wptcam - All All All
lodata Ts-wptcam - All All All

lodata Ts-wptcam?2 - All All All
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Hardware lodata Ts-wptcam?2 - All All All

Operating System lodata Ts-wptcam2 Firmware 1.00 All All All

Operating System lodata Ts-wptcam2 Firmware 1.00 All All All

Operating System lodata Ts-wptcam Firmware All All All All

Hardware lodata Ts-wrlc - All All All

Hardware lodata Ts-wrlc - All All All

Operating System lodata Ts-wrlc Firmware All All All All

Reference Source Link Tags
Multiple I-O DATA Network Camera Products Multiple Security Vulnerabilities BID www.securityfocus.com  Third P
MRy FI =V AASICHE T Z2EHBOMBIEECDINT | IODATA 741 - A — - T—45H#38 MISC www.iodata.jp Vendor
JVN#46830433: Multiple I-O DATA network camera products multiple vulnerabilities JVN jvn.jp Third P
CVE Program record CVE.ORG www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
r\

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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