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CS-Cart Japanese Edition v4.3.10 and earlier (excluding v2 and v3), CS-Cart Multivendor Japanese Edition v4.3.10 and ea
|

Risk And Classification

Primary CVSS: v3.0 5.3 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I1:N/A:N

Problem Types: CWE-425 | Fails to restrict access

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.3 MEDIUM CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:P/I:N/A:N
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CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N
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CVSS v2.0 Breakdown
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AV:N/AC:L/Au:N/C:P/I:N/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Frogman Office Inc Cs-cart All All All All
Application Frogman Office Inc Cs-cart All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Frogman Office Inc.  CS-Cart Japanese Edition affected v4.3.10 and earlier (excluding v2 and v3)  Not specified

CNA Frogman Office Inc.  CS-Cart Multivendor Japanese Edition  affected v4.3.10 and earlier (excluding v2 and v3)  Not specified

References

Reference Source

JVN#14396697: CS-Cart Japanese Edition fails to restrict access permissions af854a3a-2'
ZFaUF 1 0 [JVN#14396697] HERBERBAMEICEI DO - —OEXEREEHE TEIMRBEICONT - JOVRE  af854a3a-2
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4 |

No vendor comments have been submitted for this CVE.

There are currentlv no leaacv QID mappinas associated with this CVE.
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