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Summary

CVE CVE-2017-2171

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-22 16:29:00 UTC

Updated 2017-06-09 18:30:00 UTC

Description Cross-site scripting vulnerability in Captcha prior to version 4.3.0, Car Rental prior to version 1.0.5, Contact Form Multi prior to version 1.2.1, Contact Form prior to version 4.0.6, Contact Form to DB prior to version 1.5.7, Custom Admin Page prior to version 0.1.2, Custom Fields Search prior to version 1.3.2, Custom Search prior to version 1.36, Donate prior to version 2.1.1, Email Queue prior to version 1.1.2, Error Log Viewer prior to version 1.0.6, Facebook Button prior to version 2.54, Featured Posts prior to version 1.0.1, Gallery Categories prior to version 1.0.9, Gallery prior to version 4.5.0, Google +1 prior to version 1.3.4, Google AdSense prior to version 1.44, Google Analytics prior to version 1.7.1, Google Captcha (reCAPTCHA) prior to version 1.28, Google Maps prior to version 1.3.6, Google Shortlink prior to version 1.5.3, Google Sitemap prior to version 3.0.8, Htaccess prior to version 1.7.6, Job Board prior to version 1.1.3, Latest Posts prior to version 0.3, Limit Attempts prior to version 1.1.8, LinkedIn prior to version 1.0.5, Multilanguage prior to version 1.2.2, PDF & Print prior to version 1.9.4, Pagination prior to version 1.0.7, Pinterest prior to version 1.0.5, Popular Posts prior to version 1.0.5, Portfolio prior to version 2.4, Post to CSV prior to version 1.3.1, Profile Extra prior to version 1.0.7. PromoBar prior to version 1.1.1, Quotes and Tips prior to version 1.32, Re-attacher prior to version 1.0.9, Realty prior to version 1.1.0, Relevant - Related Posts prior to version 1.2.0, Sender prior to version 1.2.1, SMTP prior to version 1.1.0, Social Buttons Pack prior to version 1.1.1, Subscriber prior to version 1.3.5, Testimonials prior to version 0.1.9, Timesheet prior to version 0.1.5, Twitter Button prior to version 2.55, User Role prior to version 1.5.6, Updater prior to version 1.35, Visitors Online prior to version 1.0.0, and Zendesk Help Center prior to version 1.0.5 allows remote attackers to inject arbitrary web script or HTML via the function to display the BestWebSoft menu.

Risk And Classification

Problem Types: CWE-79 | CWE-91

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bestwebsoft Captcha All All All All

Application Bestwebsoft Car Rental All All All All

Application Bestwebsoft Contact Form All All All All

Application Bestwebsoft Contact Form Multi All All All All

Application Bestwebsoft Contact Form To Db All All All All

Application Bestwebsoft Custom Admin Page All All All All

Application Bestwebsoft Custom Fields Search All All All All

Application Bestwebsoft Custom Search All All All All

Application Bestwebsoft Donate All All All All

Application Bestwebsoft Email Queue All All All All

Application Bestwebsoft Error Log Viewer All All All All

Application Bestwebsoft Facebook Button All All All All

Application Bestwebsoft Featured Posts All All All All

Application Bestwebsoft Gallery All All All All

Application Bestwebsoft Gallery Categories All All All All

Application Bestwebsoft Google 1 All All All All

Application Bestwebsoft Google Adsense All All All All
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Application Bestwebsoft Google Adsense All All All All

Application Bestwebsoft Google Analytics All All All All

Application Bestwebsoft Google Captcha Recaptcha All All All All

Application Bestwebsoft Google Captcha Recaptcha All All All All

Application Bestwebsoft Google Maps All All All All

Application Bestwebsoft Google Shortlink All All All All

Application Bestwebsoft Google Sitemap All All All All

Application Bestwebsoft Google 1 All All All All

Application Bestwebsoft Htaccess All All All All

Application Bestwebsoft Job Board All All All All

Application Bestwebsoft Latest Posts All All All All

Application Bestwebsoft Limit Attempts All All All All

Application Bestwebsoft Linkedin All All All All

Application Bestwebsoft Multilanguage All All All All

Application Bestwebsoft Pagination All All All All

Application Bestwebsoft Pdf Print All All All All

Application Bestwebsoft Pdf Print All All All All

Application Bestwebsoft Pinterest All All All All

Application Bestwebsoft Popular Posts All All All All

Application Bestwebsoft Portfolio All All All All

Application Bestwebsoft Post To Csv All All All All

Application Bestwebsoft Profile Extra All All All All

Application Bestwebsoft Promobar All All All All

Application Bestwebsoft Quotes And Tips All All All All

Application Bestwebsoft Re-attacher All All All All

Application Bestwebsoft Realty All All All All

Application Bestwebsoft Relevant - Related Posts All All All All

Application Bestwebsoft Sender All All All All

Application Bestwebsoft Smtp All All All All

Application Bestwebsoft Social Buttons Pack All All All All

Application Bestwebsoft Subscriber All All All All

Application Bestwebsoft Testimonials All All All All

Application Bestwebsoft Timesheet All All All All

Application Bestwebsoft Twitter Button All All All All

Application Bestwebsoft Updater All All All All

Application Bestwebsoft User Role All All All All
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Application Bestwebsoft Visitors Online All All All All

Application Bestwebsoft Zendesk Help Center All All All All

References

Reference Source Link Tags

JVN#24834813: Multiple BestWebSoft WordPress plugins vulnerable to cross-site scripting JVN jvn.jp Third Party Advisory, VDB Entry

JVNDB-2017-000094 JVNDB jvndb.jvn.jp Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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