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PUBLISHED

jpcert

CVE Program / NVD first with legacy fallback
2017-07-07 13:29:00 UTC

2025-04-20 01:37:25 UTC

HOME SPOT CUBE2 firmware V101 and earlier allows authenticated attackers to execute arbitrary OS commands via Wel

Risk And Classification

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov
CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH

Problem Types: CWE-78 | OS Command Injection

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 5.2 AV:A/AC:L/Au:S/C:P/I:P/A:P
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https://cve.report/CVE-2017-2185/mitre
https://cve.report/CVE-2017-2185/nist
https://cve.report/CVE-2017-2185/cve_org
https://cve.report/api/cve/CVE-2017-2185.json
https://cve.report/CVE-2017-2185.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Kddi Home Spot Cube 2 - All All All
Operating System Kddi Home Spot Cube 2 Firmware v100 All All All
Operating System Kddi Home Spot Cube 2 Firmware v101 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA KDDI CORPORATION HOME SPOT CUBE2 affected firmware V101 and earlier Not specified
Reference Source Li
JVN#24348065: Multiple vulnerabilities in HOME SPOT CUBE2 af854a3a-2127-422b-91ae-364da2661108  jvi
HOME SPOT CUBE2 Multiple Security Vulnerabilities af854a3a-2127-422b-91ae-364da2661108  w\

"THOME SPOTCUBE2, M7 7—LAD 77y 77— MER | BB/ 7Yy T7— MER |au  afB54a3a-2127-422b-91ae-364da2661108  w
CVE Program record CVE.ORG W\

NVD vulnerability detail NVD nv

1]

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/kddi
http://cve.report/software/kddi/home_spot_cube_2
http://cve.report/vendor/kddi
http://cve.report/software/kddi/home_spot_cube_2_firmware
http://cve.report/vendor/kddi
http://cve.report/software/kddi/home_spot_cube_2_firmware
http://cve.report/vendor/KDDI_CORPORATION
http://cve.report/software/KDDI_CORPORATION/HOME_SPOT_CUBE2
http://jvn.jp/en/jp/JVN24348065/index.html
http://www.securityfocus.com/bid/99282
https://www.au.com/information/notice_mobile/update/update-20170612-01/
https://www.cve.org/CVERecord?id=CVE-2017-2185
https://nvd.nist.gov/vuln/detail/CVE-2017-2185

There are currently no legacy QID mappings associated with this CVE.
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