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Summary

CVE CVE-2017-2193

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-09 16:29:00 UTC

Updated 2017-06-22 19:01:00 UTC

Description Untrusted search path vulnerability in the installer of Tera Term 4.94 and earlier allows an attacker to gain privileges via a Trojan horse DLL in an unspecified directory.

Risk And Classification

Problem Types: CWE-426

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tera Term Project Tera Term All All All All

References

Reference Source Link Tags

Tera Term Installer CVE-2017-2193 DLL Loading Remote Code Execution Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Tera Term installer has vulnerability of DLL loading without intent CONFIRM ttssh2.osdn.jp Vendor Advisory

JVN#06770361: Installer of Tera Term may insecurely load Dynamic Link Libraries JVN jvn.jp Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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