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Summary

CVE CVE-2017-2223

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-07 13:29:00 UTC

Updated 2017-07-16 23:37:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in TS-WPTCAM, TS-PTCAM, TS-PTCAM/POE, TS-WLC2, TS-WLCE, TS-WRLC firmware version 1.19 and earlier and TS-WPTCAM2 firmware version 1.01 and earlier allows remote attackers to hijack the authentication of administrators via unspecified vectors.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Iodata Ts-ptcam/poe Camera - All All All

Operating System Iodata Ts-ptcam/poe Camera Firmware All All All All

Hardware Iodata Ts-ptcam/poe Camera - All All All

Hardware Iodata Ts-ptcam/poe Camera - All All All

Operating System Iodata Ts-ptcam/poe Camera Firmware All All All All

Hardware Iodata Ts-ptcam Camera - All All All

Hardware Iodata Ts-ptcam Camera - All All All

Operating System Iodata Ts-ptcam Camera Firmware All All All All

Hardware Iodata Ts-wlc2 Camera - All All All

Hardware Iodata Ts-wlc2 Camera - All All All

Operating System Iodata Ts-wlc2 Camera Firmware All All All All

Hardware Iodata Ts-wlce Camera - All All All

Hardware Iodata Ts-wlce Camera - All All All

Operating System Iodata Ts-wlce Camera Firmware All All All All

Hardware Iodata Ts-wptcam2 - All All All

Hardware Iodata Ts-wptcam2 - All All All

Operating System Iodata Ts-wptcam2 Firmware All All All All
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Operating System Iodata Ts-wptcam2 Firmware All All All All

Hardware Iodata Ts-wptcam Camera - All All All

Hardware Iodata Ts-wptcam Camera - All All All

Operating System Iodata Ts-wptcam Camera Firmware All All All All

Hardware Iodata Ts-wrlc Camera - All All All

Hardware Iodata Ts-wrlc Camera - All All All

Operating System Iodata Ts-wrlc Camera Firmware All All All All

References

Reference Source Link

Multiple I-O DATA Network Camera Products CVE-2017-2223 Cross Site Request Forgery Vulnerability BID www.securityfocus.com

弊社ネットワークカメラにおけるセキュリティの脆弱性について | IODATA アイ・オー・データ機器 MISC www.iodata.jp

JVN#65411235: Multiple I-O DATA network camera products vulnerable to cross-site request forgery JVN jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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