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cssaomvrcLrrnumsuctan Gertain versions of Nfc Net Installer from Sony contain the foIIowing

) vulnerability:

ﬂ%?“{h Untrusted search path vulnerability in NFC Port Software Version

“K&&@%Wﬂ” " 5.5.0.6 and earlier (for RC-S310, RC-S320, RC-S330, RC-S370, RC-
~ S380, RC-S380/S), NFC Port Software Version 5.3.6.7 and earlier (for

“  RC-S$320, RC-S310/J1C, RC-S310/ED4C), PC/SC Activator for Type B
Ver.1.2.1.0 and earlier, SFCard Viewer 2 Ver.2.5.0.0 and earlier, NFC
Net Installer Ver.1.1.0.0 and earlier allows an attacker to gain privileges via a Trojan horse
DLL in an unspecified directory.

CVE-2017-2286 has been assigned by (T} vultures@jpcert.or.jp to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: (7) Sony Corporation - NFC Port Software (for RC-S310, RC-S320, RC-S330, RC-S370, RC-S380, RC-
S380/S) version Version 5.5.0.6 and earlier

Affected Vendor/Software: (7) Sony Corporation - NFC Port Software (for RC-S320, RC-S310/J1C, RC-S310/ED4C) version Version
5.3.6.7 and earlier

Affected Vendor/Software: (7) Sony Corporation - PC/SC Activator for Type B version Ver.1.2.1.0 and earlier
Affected Vendor/Software: (7) Sony Corporation - SFCard Viewer 2 version Ver.2.5.0.0 and earlier

Affected Vendor/Software: (T) Sony Corporation - NFC Net Installer version Ver.1.1.0.0 and earlier

CVSS3 Score: 7.8-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |

CVSS2 Score: 9.3 - HIGH

Access Access Authentication


https://cve.report/
https://cve.report/CVE-2017-2286/mitre
https://cve.report/CVE-2017-2286/nist
https://cve.report/CVE-2017-2286/cve_org
https://cve.report/CVE-2017-2286.pdf
http://cve.report/software/sony/nfc_net_installer
http://cve.report/vendor/sony
http://cve.report/cvsscalc.php

Vector Complexity

[NONE |

Confidentiality Integrity Availability

Impact Impact Impact

Description Tags Link

JVN#16136413: Installers of Sony PaSoRi related software may insecurely load Dynamic Link (@ JVN
Libraries JVN#16136413

i

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Sony Nfc Net Installer All All All All
System

Operating Sony Nfc Port Firmware All All All All
System

Operating Sony Nfc Port Firmware All All All All
System

Operating Sony Pc/sc Activator For Type B All All All All
System

Operating Sony Pc/sc Activator For Type B All All All All
System

Hardware = >4 Sony Rc-s310 - All All All
Hardware = 4 Sony Rc-s310 - All All All
Hardware = 4 Sony Rc-s310/ed4c - All All All
Hardware &= -0 Sony Rc-s310/j1¢c - All All All
Hardware &= 4 Sony Rc-s310/ed4c - All All All
Hardware &= 4 Sony Rc-s310/ed4c - All All All
Hardware &= = Sony Rc-s310/j1c - All All All
Hardware &= = Sony Rc-s310/j1c - All All All

Hardware &= = Sony Rc-s320 - All All All



http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://jvn.jp/en/jp/JVN16136413/index.html
mailto:%20comment@cve.report
http://cve.report/vendor/sony
http://cve.report/software/sony/nfc_net_installer
http://cve.report/vendor/sony
http://cve.report/software/sony/nfc_port_firmware
http://cve.report/vendor/sony
http://cve.report/software/sony/nfc_port_firmware
http://cve.report/vendor/sony
http://cve.report/software/sony/pc/sc_activator_for_type_b
http://cve.report/vendor/sony
http://cve.report/software/sony/pc/sc_activator_for_type_b
https://device.report/sony/rc-s310
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s310
https://device.report/sony/rc-s310
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s310
https://device.report/sony/rc-s310-ed4c
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s310/ed4c
https://device.report/sony/rc-s310-j1c
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s310/j1c
https://device.report/sony/rc-s310-ed4c
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s310/ed4c
https://device.report/sony/rc-s310-ed4c
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s310/ed4c
https://device.report/sony/rc-s310-j1c
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s310/j1c
https://device.report/sony/rc-s310-j1c
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s310/j1c
https://device.report/sony/rc-s320
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s320

Hardware 5= 4
Hardware &= 4
Hardware = 4
Hardware = 4
Hardware &= 4
Hardware &= 4
Hardware &= 4
Hardware = >
Hardware = >
Hardware &= >

Operating
System

Operating
System

cpe:2.3:h:sony:rc-s310Ved4c
cpe:2.3:h:sony:rc-s310Vj1c:-*:*:*:
cpe:2.3:h:sony:rc-s310Vj1c:-

cpe:2.3:h:sony:rc-s320

cpe:2.3:h:sony:rc-s320

cpe:2.3:h:sony:rc-s330

Sony

Sony

Sony

Sony

Sony

Sony

Sony

Sony

Sony

Sony

Sony

Sony

Rc-s320

Rc-s330

Rc-s330

Rc-s370

Rc-s370

Rc-s380

Rc-s380

Rc-s380/s

Rc-s380/s

Rc-s380/s

Sfcard Viewer 2

Sfcard Viewer 2

e_ekakakokLkuk ok,

e_ekakukokkakok.

e_ekukukokakakok.

e ek koK Kk kKK,

e ek koK kKK,

e ek koK ok kKK,

2.5.0.0

2.5.0.0

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


https://device.report/sony/rc-s320
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s320
https://device.report/sony/rc-s330
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s330
https://device.report/sony/rc-s330
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s330
https://device.report/sony/rc-s370
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s370
https://device.report/sony/rc-s370
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s370
https://device.report/sony/rc-s380
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s380
https://device.report/sony/rc-s380
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s380
https://device.report/sony/rc-s380-s
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s380/s
https://device.report/sony/rc-s380-s
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s380/s
https://device.report/sony/rc-s380-s
http://cve.report/vendor/sony
http://cve.report/software/sony/rc-s380/s
http://cve.report/vendor/sony
http://cve.report/software/sony/sfcard_viewer_2
http://cve.report/vendor/sony
http://cve.report/software/sony/sfcard_viewer_2

cpe:2.3:hisony:rc-s370:- s

cpe:2.3:h:sony:rc-s380:-1 1

cpe:2.3:h:sony:rc-s380:-1 1 1

cpe:2.3:h:sony:rc-s380/s:-":* 1 "%

cpe:2.3:h:sony:rc-s380Vs:-: 1 " *:*:

cpe:2.3:0:sony:sfcard_viewer_2:2.5.0.0:**: "

cpe:2.3:0:sony:sfcard_viewer_2:2.5.0.0:* % "%

No vendor comments have been submitted for this CVE
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