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assaomvancLrrnunsucran  Gertain versions of Junos from Juniper contain the foIIowing
’ vulnerability:

MACsec feature on Juniper Networks Junos OS 15.1X49 prior to
15.1X49-D100 on SRX300 series does not report errors when a secure
link can not be established. It falls back to an unencrypted link. This
can happen when MACsec is configured on ports that are not capable
of MACsec or when a secure link can not be established. This can
mislead customers into believing that a link is secure. On SRX 300 series devices, prior to
15.1X49-D100, MACsec was only supported on control and fabric ports of SRX340 and
SRX345 devices. SRX300 and and SRX320 did not have any MACsec capable ports.
Configuring MACsec on ports that were not MACsec capable would have resulted in this
issue. Affected releases are Juniper Networks Junos OS 15.1X49 prior to 15.1X49-D100 on
SRX300 series.

CVE-2017-2342 has been assigned by J sirt@juniper.net to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: JJ Juniper Networks - Junos OS version 15.1X49 prior to 15.1X49-D100

Vulnerability Patch/Work Around

There are no viable workarounds for this issue. It is good security practice to limit the exploitable attack surface of critical infrastructure
networking equipment. Use access lists or firewall filters to limit access to the device from trusted, administrative networks or hosts.

CVSS3 Score: 8.1-HIGH

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [BZE]
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 4.3-MEDIUM


https://cve.report/
https://cve.report/CVE-2017-2342/mitre
https://cve.report/CVE-2017-2342/nist
https://cve.report/CVE-2017-2342/cve_org
https://cve.report/CVE-2017-2342.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/cvsscalc.php
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2342) - Juniper Networks

comment@cve.report.

There are currently no QIDs associated with this CVE
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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