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CVE-2017-2343

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cvssaomvanmcLranunsceran  Gertain versions of Junos from Juniper contain the foIIowing
: vulnerability:

The Integrated User Firewall (UserFW) feature was introduced in
Junos OS version 12.1X47-D10 on the Juniper SRX Series devices to
provide simple integration of user profiles on top of the existing firewall
polices. As part of an internal security review of the UserFW services
authentication API, hardcoded credentials were identified and removed
which can impact both the SRX Series device, and potentially LDAP and Active Directory
integrated points. An attacker may be able to completely compromise SRX Series devices, as
well as Active Directory servers and services. When Active Directory is compromised, it may
allow access to user credentials, workstations, servers performing other functions such as
email, database, etc. Inter-Forest Active Directory deployments may also be at risk as the
attacker may gain full administrative control over one or more Active Directories depending on
the credentials supplied by the administrator of the AD domains and SRX devices performing
integrated authentication of users, groups and devices. To identify if your device is potentially
vulnerable to exploitation, check to see if the service is operating; from CLI review the
following output: root@SRX-Firewall# run show services user-identification active-directory-
access domain-controller status extensive A result of "Status: Connected" will indicate that the
service is active on the device. To evaluate if user authentication is occurring through the
device: root@SRX-Firewall# run show services user-identification active-directory-access
active-directory-authentication-table all Next review the results to see if valid users and
groups are returned. e.g. Domain: juniperlab.com Total entries: 3 Source IP Username
groups state 172.16.26.1 administrator Valid 192.168.26.2 engg01 engineers Valid
192.168.26.3 guest01 guests Valid Domain: NULL Total entries: 8 Source IP Username
groups state 192.168.26.4 Invalid 192.168.26.5 Invalid This will also indicate that Valid users
and groups are authenticating through the device. Affected releases are Juniper Networks
Junos OS 12.3X48 from 12.3X48-D30 and prior to 12.3X48-D35 on SRX series; 15.1X49
from 15.1X49-D40 and prior to 15.1X49-D50 on SRX series. Devices on any version of Junos
OS 12.1X46, or 12.1X47 are unaffected by this issue.

CVE-2017-2343 has been assigned by J) sirt@juniper.net to track the vulnerability - currently rated as severity.


https://cve.report/
https://cve.report/CVE-2017-2343/mitre
https://cve.report/CVE-2017-2343/nist
https://cve.report/CVE-2017-2343/cve_org
https://cve.report/CVE-2017-2343.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper

Affected Vendor/Software: JJ Juniper Networks - Junos OS version 12.3X48 from 12.3X48-D30 and prior to 12.3X48-D35

Affected Vendor/Software: JJ Juniper Networks - Junos OS version 15.1X49 from 15.1X49-D40 and prior to 15.1X49-D50

Vulnerability Patch/Work Around

There is no workaround to completely mitigate the risk of this issue. Customers may reduce the risk of exploitation of this issue by
disabling the UserFW service on devices running the service until such time that a fix can be taken.

CVSS3 Score: 9.8- CRITICAL

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NN | [ NON |
Scope Confidentiality Integrity Availability
Impact Impact Impact

CVSS2 Score: 10-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

2017-07 Security Bulletin: SRX Series: Hardcoded credentials in Integrated UserFW CONFIRM
feature. (CVE-2017-2343) - Juniper Networks kb.juniper.net/JSA10791

Juniper Junos Default Credentials in SRX Series Integrated User Firewall Lets Remote ) SECTRACK
Users Access the Target System - SecurityTracker 1038904

www.securitytracker.com

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating Juniper Junos 12.3x48 d10 All All

Quatem


http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://kb.juniper.net/JSA10791
http://www.securitytracker.com/id/1038904
mailto:%20comment@cve.report
http://cve.report/vendor/juniper
http://cve.report/software/juniper/junos
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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