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Summary

CVE CVE-2017-2344

State PUBLIC

Assigner sirt@juniper.net

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-17 13:18:00 UTC

Updated 2019-10-09 23:26:00 UTC

Description A routine within an internal Junos OS sockets library is vulnerable to a buffer overflow. Malicious exploitation of this issue may lead to a denial of service (kernel panic) or be leveraged as a privilege escalation through local code execution. The routines are only accessible via programs running on the device itself, and veriexec restricts arbitrary programs from running on Junos OS. There are no known exploit vectors utilizing signed binaries shipped with Junos OS itself. Affected releases are Juniper Networks Junos OS 12.1X46 prior to 12.1X46-D67; 12.3X48 prior to 12.3X48-D51, 12.3X48-D55; 13.3 prior to 13.3R10-S2; 14.1 prior to 14.1R2-S10, 14.1R8-S4, 14.1R9; 14.1X50 prior to 14.1X50-D185; 14.1X53 prior to 14.1X53-D122, 14.1X53-D45, 14.1X53-D50; 14.2 prior to 14.2R4-S9, 14.2R7-S7, 14.2R8; 15.1 prior to 15.1F2-S18, 15.1F6-S7, 15.1R4-S8, 15.1R5-S5, 15.1R6-S1, 15.1R7; 15.1X49 prior to 15.1X49-D100; 15.1X53 prior to 15.1X53-D231, 15.1X53-D47, 15.1X53-D48, 15.1X53-D57, 15.1X53-D64, 15.1X53-D70; 16.1 prior to 16.1R3-S4, 16.1R4-S3, 16.1R4-S4, 16.1R5; 16.2 prior to 16.2R2; 17.1 prior to 17.1R1-S3, 17.1R2; 17.2 prior to 17.2R1-S1, 17.2R2; 17.2X75 prior to 17.2X75-D30. No other Juniper Networks products or platforms are affected by this issue.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Juniper Junos 12.1x46 All All All

Operating System Juniper Junos 12.1x46 d10 All All

Operating System Juniper Junos 12.1x46 d15 All All

Operating System Juniper Junos 12.1x46 d20 All All

Operating System Juniper Junos 12.1x46 d25 All All

Operating System Juniper Junos 12.1x46 d30 All All

Operating System Juniper Junos 12.1x46 d35 All All

Operating System Juniper Junos 12.1x46 d40 All All

Operating System Juniper Junos 12.1x46 d45 All All

Operating System Juniper Junos 12.1x46 d50 All All

Operating System Juniper Junos 12.1x46 d55 All All

Operating System Juniper Junos 12.1x46 d60 All All

Operating System Juniper Junos 12.1x46 d65 All All

Operating System Juniper Junos 12.3x48 All All All

Operating System Juniper Junos 12.3x48 d10 All All

Operating System Juniper Junos 12.3x48 d15 All All

Operating System Juniper Junos 12.3x48 d20 All All
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Operating System Juniper Junos 12.3x48 d20 All All

Operating System Juniper Junos 12.3x48 d25 All All

Operating System Juniper Junos 12.3x48 d30 All All

Operating System Juniper Junos 12.3x48 d35 All All

Operating System Juniper Junos 12.3x48 d40 All All

Operating System Juniper Junos 12.3x48 d45 All All

Operating System Juniper Junos 12.3x48 d50 All All

Operating System Juniper Junos 12.3x48 d55 All All

Operating System Juniper Junos 13.3 All All All

Operating System Juniper Junos 13.3 r1 All All

Operating System Juniper Junos 13.3 r2 All All

Operating System Juniper Junos 13.3 r2-s2 All All

Operating System Juniper Junos 13.3 r3 All All

Operating System Juniper Junos 13.3 r4 All All

Operating System Juniper Junos 13.3 r5 All All

Operating System Juniper Junos 13.3 r6 All All

Operating System Juniper Junos 13.3 r7 All All

Operating System Juniper Junos 13.3 r8 All All

Operating System Juniper Junos 13.3 r9 All All

Operating System Juniper Junos 14.1 All All All

Operating System Juniper Junos 14.1 r1 All All

Operating System Juniper Junos 14.1 r2 All All

Operating System Juniper Junos 14.1 r3 All All

Operating System Juniper Junos 14.1 r4 All All

Operating System Juniper Junos 14.1 r5 All All

Operating System Juniper Junos 14.1 r6 All All

Operating System Juniper Junos 14.1 r7 All All

Operating System Juniper Junos 14.1 r9 All All

Operating System Juniper Junos 14.1x50 All All All

Operating System Juniper Junos 14.1x53 All All All

Operating System Juniper Junos 14.1x53 d10 All All

Operating System Juniper Junos 14.1x53 d121 All All

Operating System Juniper Junos 14.1x53 d15 All All

Operating System Juniper Junos 14.1x53 d16 All All

Operating System Juniper Junos 14.1x53 d25 All All

Operating System Juniper Junos 14.1x53 d26 All All
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Operating System Juniper Junos 14.1x53 d27 All All

Operating System Juniper Junos 14.1x53 d30 All All

Operating System Juniper Junos 14.1x53 d35 All All

Operating System Juniper Junos 14.1x53 d40 All All

Operating System Juniper Junos 14.1x53 d42 All All

Operating System Juniper Junos 14.1x53 d43 All All

Operating System Juniper Junos 14.1x53 d45 All All

Operating System Juniper Junos 14.1x53 d50 All All

Operating System Juniper Junos 14.2 All All All

Operating System Juniper Junos 14.2 r1 All All

Operating System Juniper Junos 14.2 r2 All All

Operating System Juniper Junos 14.2 r3 All All

Operating System Juniper Junos 14.2 r4 All All

Operating System Juniper Junos 14.2 r5 All All

Operating System Juniper Junos 14.2 r6 All All

Operating System Juniper Junos 14.2 r7 All All

Operating System Juniper Junos 14.2 r7-s7 All All

Operating System Juniper Junos 14.2 r8 All All

Operating System Juniper Junos 15.1 All All All

Operating System Juniper Junos 15.1 f1 All All

Operating System Juniper Junos 15.1 f2 All All

Operating System Juniper Junos 15.1 f2-s1 All All

Operating System Juniper Junos 15.1 f2-s2 All All

Operating System Juniper Junos 15.1 f2-s3 All All

Operating System Juniper Junos 15.1 f2-s4 All All

Operating System Juniper Junos 15.1 f6-s7 All All

Operating System Juniper Junos 15.1 r4 All All

Operating System Juniper Junos 15.1 r4-s8 All All

Operating System Juniper Junos 15.1 r5-s5 All All

Operating System Juniper Junos 15.1 r6-s1 All All

Operating System Juniper Junos 15.1 r7 All All

Operating System Juniper Junos 15.1x49 All All All

Operating System Juniper Junos 15.1x49 d10 All All

Operating System Juniper Junos 15.1x49 d20 All All

Operating System Juniper Junos 15.1x49 d30 All All

Operating System Juniper Junos 15.1x49 d35 All All
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Operating System Juniper Junos 15.1x49 d35 All All

Operating System Juniper Junos 15.1x49 d40 All All

Operating System Juniper Junos 15.1x49 d45 All All

Operating System Juniper Junos 15.1x49 d50 All All

Operating System Juniper Junos 15.1x49 d55 All All

Operating System Juniper Junos 15.1x49 d60 All All

Operating System Juniper Junos 15.1x49 d65 All All

Operating System Juniper Junos 15.1x49 d70 All All

Operating System Juniper Junos 15.1x49 d75 All All

Operating System Juniper Junos 15.1x49 d80 All All

Operating System Juniper Junos 15.1x49 d90 All All

Operating System Juniper Junos 15.1x53 All All All

Operating System Juniper Junos 15.1x53 d10 All All

Operating System Juniper Junos 15.1x53 d20 All All

Operating System Juniper Junos 15.1x53 d21 All All

Operating System Juniper Junos 15.1x53 d210 All All

Operating System Juniper Junos 15.1x53 d230 All All

Operating System Juniper Junos 15.1x53 d25 All All

Operating System Juniper Junos 15.1x53 d30 All All

Operating System Juniper Junos 15.1x53 d32 All All

Operating System Juniper Junos 15.1x53 d33 All All

Operating System Juniper Junos 15.1x53 d34 All All

Operating System Juniper Junos 15.1x53 d47 All All

Operating System Juniper Junos 15.1x53 d48 All All

Operating System Juniper Junos 15.1x53 d57 All All

Operating System Juniper Junos 15.1x53 d60 All All

Operating System Juniper Junos 15.1x53 d61 All All

Operating System Juniper Junos 15.1x53 d62 All All

Operating System Juniper Junos 15.1x53 d63 All All

Operating System Juniper Junos 15.1x53 d64 All All

Operating System Juniper Junos 15.1x53 d70 All All

Operating System Juniper Junos 16.1 All All All

Operating System Juniper Junos 16.1 r1 All All

Operating System Juniper Junos 16.1 r2 All All

Operating System Juniper Junos 16.1 r3 All All

Operating System Juniper Junos 16.1 r4-s3 All All
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Operating System Juniper Junos 16.1 r4-s4 All All

Operating System Juniper Junos 16.1 r5 All All

Operating System Juniper Junos 16.2 All All All

Operating System Juniper Junos 16.2 r1 All All

Operating System Juniper Junos 17.1 All All All

Operating System Juniper Junos 17.1 r1 All All

Operating System Juniper Junos 17.1 r2 All All

Operating System Juniper Junos 17.2 All All All

Operating System Juniper Junos 17.2 r1 All All

Operating System Juniper Junos 17.2 r2 All All

Operating System Juniper Junos 17.2x75 All All All

Operating System Juniper Junos 12.1x46 All All All

Operating System Juniper Junos 12.1x46 d10 All All

Operating System Juniper Junos 12.1x46 d15 All All

Operating System Juniper Junos 12.1x46 d20 All All

Operating System Juniper Junos 12.1x46 d25 All All

Operating System Juniper Junos 12.1x46 d30 All All

Operating System Juniper Junos 12.1x46 d35 All All

Operating System Juniper Junos 12.1x46 d40 All All

Operating System Juniper Junos 12.1x46 d45 All All

Operating System Juniper Junos 12.1x46 d50 All All

Operating System Juniper Junos 12.1x46 d55 All All

Operating System Juniper Junos 12.1x46 d60 All All

Operating System Juniper Junos 12.1x46 d65 All All

Operating System Juniper Junos 12.3x48 All All All

Operating System Juniper Junos 12.3x48 d10 All All

Operating System Juniper Junos 12.3x48 d15 All All

Operating System Juniper Junos 12.3x48 d20 All All

Operating System Juniper Junos 12.3x48 d25 All All

Operating System Juniper Junos 12.3x48 d30 All All

Operating System Juniper Junos 12.3x48 d35 All All

Operating System Juniper Junos 12.3x48 d40 All All

Operating System Juniper Junos 12.3x48 d45 All All

Operating System Juniper Junos 12.3x48 d50 All All

Operating System Juniper Junos 12.3x48 d55 All All
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Juniper Junos CVE-2017-2344 Local Buffer Overflow Vulnerability BID

Juniper Junos Buffer Overflow in Internal Sockets Library Lets Local Users Deny Service or Obtain Elevated Privileges - SecurityTracker SECTRACK

2017-07 Security Bulletin: Junos: Buffer overflow in sockets library (CVE-2017-2344) - Juniper Networks CONFIRM
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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