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CVE-2017-2348

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cvssaomvamcLranunsueninas  Gertain versions of Junos from Juniper contain the foIIowing
’ vulnerability:

The Juniper Enhanced jdhcpd daemon may experience high CPU
utilization, or crash and restart upon receipt of an invalid IPv6 UDP
packet. Both high CPU utilization and repeated crashes of the jdhcpd
daemon can result in a denial of service as DHCP service is
interrupted. No other Juniper Networks products or platforms are
affected by this issue. Affected releases are Juniper Networks Junos OS 14.1X53 prior to
14.1X53-D12, 14.1X53-D38, 14.1X53-D40 on QFX, EX, QFabric System; 15.1 prior to
15.1F2-S18, 15.1R4 on all products and platforms; 15.1X49 prior to 15.1X49-D80 on SRX;
15.1X53 prior to 15.1X53-D51, 15.1X53-D60 on NFX, QFX, EX.

CVE-2017-2348 has been assigned by J) sirt@juniper.net to track the vulnerability - currently rated as m severity.

Affected Vendor/Software: J) Juniper Networks - Junos OS version 14.1X53 prior to 14.1X53-D12, 14.1X53-D38, 14.1X53-D40
Affected Vendor/Software: JJ Juniper Networks - Junos OS version 15.1 prior to 15.1F2-S18, 15.1R4

Affected Vendor/Software: JJ Juniper Networks - Junos OS version 15.1X49 prior to 15.1X49-D80

Affected Vendor/Software: JJ Juniper Networks - Junos OS version 15.1X53 prior to 15.1X53-D51, 15.1X53-D60

Vulnerability Patch/Work Around

Devices that have the ability to transition from Juniper's Enhanced DHCP server, JDHCPD, to the legacy DHCP server, DHCPD, can
move back to legacy. Devices that do not support the ability to transition from Enhanced DHCP to Legacy DHCP do not have a
workaround available unless customers decide to disable the DHCP services and forward DHCP client requests to other DHCP servers
or discontinue the use of DHCP services.
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https://cve.report/
https://cve.report/CVE-2017-2348/mitre
https://cve.report/CVE-2017-2348/nist
https://cve.report/CVE-2017-2348/cve_org
https://cve.report/CVE-2017-2348.pdf
http://cve.report/software/juniper/junos
http://cve.report/vendor/juniper
http://cve.report/cvsscalc.php
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Impact Impact Impact

CVSS2 Score: [SEMEDIUNM)

Access Access Authentication

Vector Complexity

Low [ NONE |

Confidentiality Integrity Availability

Impact Impact Impact

[ NONE | [ NONE |
| CVE References

Description Tags Link

2017-07 Security Bulletin: Junos OS: jdhcpd daemon crash due to invalid IPvé UDP CONFIRM
packets (CVE-2017-2348) - Juniper Networks kb.juniper.net/JSA10800

Juniper Junos IPv6 UDP Packet Processing Bug Lets Remote Users Consume ) SECTRACK
Excessive CPU Resources on the Target System or Cause the jdhcpd Service to 1038899

Crash - SecurityTracker www.securitytracker.com
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Juniper Junos 14.1x53 All All All
System

Operating Juniper Junos 14.1x53 d10 All All
System

Operating Juniper Junos 14.1x53 d38 All All
System

Operating Juniper Junos 14.1x53 d40 All All
System

Operating Juniper Junos 15.1 All All All
System

Operating Juniper Junos 15.1 f1 All All
System

Operating Juniper Junos 15.1 f2 All All
System

Operating Juniper Junos 15.1 f2-s1 All All
System
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dkakakkkak.

cpe:2.3:0:juniper:junos:15.1:f2-s4:*:* "

KKk akakuk.

cpe:2.3:0:juniper:junos:15.1:r4:**x*: "

dkukakukkakak.

cpe:2.3:0:juniper:junos:15.1x49: " *:*:

dkuk Lk kkuk.

cpe:2.3:0:juniper:junos:15.1x49:d10:*:*:*:**::

dkak Lk kkak.

cpe:2.3:0:juniper:junos:15.1x49:d30:*:*:*:*:*::

dkk Lk kkuk.

cpe:2.3:0:juniper:junos:15.1x49:d35: " *:*:*:

dk Lk k Lk kuk.

cpe:2.3:0:juniper:junos:15.1x49:d40:*:*:**:*::

dk Lk k Lk kuk.

cpe:2.3:0:juniper:junos:15.1x49:d45:*:****::

dkakk Lk kak.

cpe:2.3:0:juniper:junos:15.1x49:d55:*:***:*:*:

dkakk Lk kuk.

cpe:2.3:0:juniper:junos:15.1x49:d60:*:*:*:*:*:*:

dkakuk ok akak.

cpe:2.3:0:juniper:junos:15.1x49:d65:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x49:d70:*:*:*:**:*:

Lk Kk kR akak.

cpe:2.3:0:juniper:;junos:15.1x53:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x53:d10:*:*:*:**:*:

Wk Rk ok akak.

cpe:2.3:0:juniper:junos:15.1x53:d20:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x53:d21 :*:*:*:**:*:



dkakakkukak.

cpe:2.3:0:juniper:junos:14.1x53:d38:*:":*:*:*::

dkk ok kkak.

cpe:2.3:0:juniper:junos:14.1x53:d40:*:":*:*:*::

akLk kLKL kKK,

cpe:2.3:0:juniper:junos:15.1:

kKK KLk k.

cpe:2.3:0:juniper:junos:15.1:f1:

dkkukkkuk.

cpe:2.3:0:juniper:junos:15.1:f2-s1: ™

dkkkakkuk.

cpe:2.3:0:juniper:junos:15.1:f2-s2:* "™

dkak Lk kkuk.

cpe:2.3:0:juniper:junos:15.1:f2-s3: "™

dkakk Lk kuk.

cpe:2.3:0:juniper:junos:15.1:f2-s4: "

Sk Lk k ok akakak.

cpe:2.3:0:juniper:junos:15.1x49:

dkakk Lk akak.

cpe:2.3:0:juniper:junos:15.1x49:d10:

dkakk Lk akak.

cpe:2.3:0:juniper:junos:15.1x49:d20:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x49:d30:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x49:d40:*:*:*:**:*:

dkak kR akak.

cpe:2.3:0:juniper:junos:15.1x49:d45:**:***:*:

Wk Kk Rk k.

cpe:2.3:0:juniper:junos:15.1x49:d50:*:*:*:**:*:

dkak kR ok ak.

cpe:2.3:0:juniper:junos:15.1x49:d55:**:***:*:



cpe:2.3:0:juniper:junos:15.1x53:d32:*:*:*:*:*::

cpe:2.3:0:juniper:junos:15.1x53:d33:*:":*:*:*::

cpe:2.3:0:juniper:junos:15.1x53:d60:*:*:*:*:*:*:
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