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Summary

CVE CVE-2017-2350

State PUBLIC

Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-20 08:59:00 UTC

Updated 2019-03-08 21:20:00 UTC

Description An issue was discovered in certain Apple products. iOS before 10.2.1 is affected. Safari before 10.0.3 is affected. tvOS before 10.1.1 is affected. The issue involves the "WebKit" component. It allows remote attackers to bypass the Same Origin Policy and obtain sensitive information via a crafted web site.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Iphone Os All All All All

Operating System Apple Iphone Os All All All All

Application Apple Safari All All All All

Application Apple Safari All All All All

Operating System Apple Tvos All All All All

Operating System Apple Tvos All All All All

Application Webkitgtk Webkitgtk All All All All

Application Webkitgtk Webkitgtk All All All All

Application Webkitgtk Webkitgtk All All All All

References

Reference

About the security content of tvOS 10.1.1 - Apple Support

WebKitGTK+: Multiple vulnerabilities (GLSA 201706-15) — Gentoo security

About the security content of iOS 10.2.1 - Apple Support

Apple iOS Multiple Bugs Let Remote Users Execute Arbitrary Code, Obtain Potentially Sensitive Information, Deny Service, and Gain Elevated Privileges and Let Remote and Local Users Bypass Security Restrictions - SecurityTracker

About the security content of Safari 10.0.3 - Apple Support

https://cve.report/
https://cve.report/CVE-2017-2350/mitre
https://cve.report/CVE-2017-2350/nist
https://cve.report/CVE-2017-2350/cve_org
https://cve.report/CVE-2017-2350.pdf
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/iphone_os
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/apple
http://cve.report/software/apple/safari
http://cve.report/vendor/apple
http://cve.report/software/apple/tvos
http://cve.report/vendor/apple
http://cve.report/software/apple/tvos
http://cve.report/vendor/webkitgtk
http://cve.report/software/webkitgtk/webkitgtk
http://cve.report/vendor/webkitgtk
http://cve.report/software/webkitgtk/webkitgtk
http://cve.report/vendor/webkitgtk
http://cve.report/software/webkitgtk/webkitgtk
https://support.apple.com/HT207485
https://security.gentoo.org/glsa/201706-15
https://support.apple.com/HT207482
http://www.securitytracker.com/id/1037668
https://support.apple.com/HT207484


WebKit Multiple Security Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

501278 Alpine Linux Security Update for webkit2gtk

505499 Alpine Linux Security Update for webkit2gtk

710506 Gentoo Linux WebKitGTK+ Multiple Vulnerabilities (GLSA 201706-15)
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