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CVE CVE-2017-2446
State PUBLIC
Assigner product-security@apple.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-02 01:59:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description An issue was discovered in certain Apple products. iOS before 10.3 is affected. Safari before 10.1 is affected. tvOS before
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Apple Iphone Os All All All All
Application Apple Safari All All All All
Operating System Apple Tvos All All All All

References |
Reference

About the security content of iOS 10.3 - Apple Support

WebKit Multiple Security Vulnerabilities

WebKitGTK+: Multiple vulnerabilities (GLSA 201706-15) — Gentoo security

Apple Safari - 'DateTimeFormat.format' Type Confusion - Multiple dos Exploit

About the security content of tvOS 10.2 - Apple Support

CVE-2017-2446 or JSC::JSGlobalObject::iisHavingABadTime.

Apple Safari Multiple Bugs Let Remote Users Obtain Potentially Sensitive Information, Conduct Cross-Site Scripting Attacks, Bypass Security,
Apple Safari - Builtin JavaScript Allows Function.caller to be Used in Strict Mode - Multiple dos Exploit

1032 - project-zero - Project Zero - Monorail

About the security content of Safari 10.1 - Apple Support
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http://www.securityfocus.com/bid/97130
https://security.gentoo.org/glsa/201706-15
https://www.exploit-db.com/exploits/41741/
https://support.apple.com/HT207601
https://doar-e.github.io/blog/2018/07/14/cve-2017-2446-or-jscjsglobalobjectishavingabadtime/
http://www.securitytracker.com/id/1038137
https://www.exploit-db.com/exploits/41742/
https://bugs.chromium.org/p/project-zero/issues/detail?id=1032
https://support.apple.com/HT207600
https://www.cve.org/CVERecord?id=CVE-2017-2446
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710506 Gentoo Linux WebKitGTK+ Multiple Vulnerabilities (GLSA 201706-15)
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