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A vulnerability was found in ipa before 4.4. [dM's ca-del, ca-disable, and ca-enable commands did not properly check the u¢
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Risk And Classification

Problem Types: CWE-275

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Freeipa Freeipa All All All All
Freeipa Freeipa All All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux 7.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Desktop 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server 7.0 All All All
Redhat Enterprise Linux Server Aus 7.3 All All All
Redhat Enterprise Linux Server Aus 7.4 All All All
Redhat Enterprise Linux Server Aus 7.3 All All All
Redhat Enterprise Linux Server Aus 7.4 All All All
Redhat Enterprise Linux Server Eus 7.3 All All All
Redhat Enterprise Linux Server Eus 7.4 All All All
Redhat Enterprise Linux Server Eus 7.5 All All All
Redhat Enterprise Linux Server Eus 7.3 All All All
Redhat Enterprise Linux Server Eus 7.4 All All All
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Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Reference Source
RHSA-2017:0388 REDHAT

1413137 — (CVE-2017-2590) CVE-2017-2590 ipa: Insufficient permission check for ca-del, ca-disable and ca-enable commands CONFIRM

FreelPA CVE-2017-2590 Multiple Security Bypass Vulnerabilities BID
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378267 Virtuozzo Linux Security Update for python2-ipalib (VZLSA-2017:0388)
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