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Summary

CVE CVE-2017-2590

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-27 18:29:00 UTC

Updated 2019-10-09 23:26:00 UTC

Description A vulnerability was found in ipa before 4.4. IdM's ca-del, ca-disable, and ca-enable commands did not properly check the user's permissions while modifying CAs in Dogtag. An authenticated, unauthorized attacker could use this flaw to delete, disable, or enable CAs causing various denial of service problems with certificate issuance, OCSP signing, and deletion of secret keys.

Risk And Classification

Problem Types: CWE-275

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freeipa Freeipa All All All All

Application Freeipa Freeipa All All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.3 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.3 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.3 All All All

Operating System Redhat Enterprise Linux Server Eus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.3 All All All

Operating System Redhat Enterprise Linux Server Eus 7.4 All All All
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Operating System Redhat Enterprise Linux Server Eus 7.4 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference Source

RHSA-2017:0388 REDHAT

1413137 – (CVE-2017-2590) CVE-2017-2590 ipa: Insufficient permission check for ca-del, ca-disable and ca-enable commands CONFIRM

FreeIPA CVE-2017-2590 Multiple Security Bypass Vulnerabilities BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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