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Summary

CVE CVE-2017-2592

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-08 17:29:00 UTC

Updated 2019-10-09 23:26:00 UTC

Description python-oslo-middleware before versions 3.8.1, 3.19.1, 3.23.1 is vulnerable to an information disclosure. Software using the CatchError class could include sensitive values in a traceback's error message. System users could exploit this flaw to obtain sensitive information from OpenStack component error logs (for example, keystone tokens).

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Application Openstack Oslo.middleware All All All All

Application Openstack Oslo.middleware All All All All

Application Openstack Oslo.middleware All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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