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Summary

CVE CVE-2017-2601

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-10 13:29:00 UTC

Updated 2022-10-19 18:15:00 UTC

Description Jenkins before versions 2.44, 2.32.2 is vulnerable to a persisted cross-site scripting in parameter names and descriptions (SECURITY-353). Users with the permission to configure jobs were able to inject JavaScript into parameter names and descriptions.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All

References

Reference

oss-security - Multiple vulnerabilities in Jenkins plugins

oss-security - Multiple vulnerabilities in Jenkins plugins

oss-security - Multiple vulnerabilities in Jenkins plugins

Merge pull request #95 from jenkinsci-cert/SECURITY-353 · jenkinsci/jenkins@fd2e081 · GitHub

Jenkins CVE-2017-2601 HTML Injection Vulnerability

oss-security - Multiple vulnerabilities in Jenkins and Jenkins plugins

Jenkins Security Advisory 2017-02-01

oss-security - Multiple vulnerabilities in Jenkins plugins

1418707 – (CVE-2017-2601) CVE-2017-2601 jenkins: Persisted cross-site scripting vulnerability in parameter names and descriptions (SECURITY-353)

CVE Program record

https://cve.report/
https://cve.report/CVE-2017-2601/mitre
https://cve.report/CVE-2017-2601/nist
https://cve.report/CVE-2017-2601/cve_org
https://cve.report/api/cve/CVE-2017-2601.json
https://cve.report/CVE-2017-2601.pdf
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://cve.report/vendor/jenkins
http://cve.report/software/jenkins/jenkins
http://www.openwall.com/lists/oss-security/2022/05/17/8
http://www.openwall.com/lists/oss-security/2022/06/30/3
http://www.openwall.com/lists/oss-security/2022/04/12/5
https://github.com/jenkinsci/jenkins/commit/fd2e081b947124c90bcd97bfc55e1a7f2ef41a74
http://www.securityfocus.com/bid/95960
http://www.openwall.com/lists/oss-security/2022/06/22/3
https://jenkins.io/security/advisory/2017-02-01/
http://www.openwall.com/lists/oss-security/2022/10/19/3
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2017-2601
https://www.cve.org/CVERecord?id=CVE-2017-2601


NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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