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Summary

CVE CVE-2017-2602

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-15 21:29:00 UTC

Updated 2019-10-09 23:26:00 UTC

Description jenkins before versions 2.44, 2.32.2 is vulnerable to an improper blacklisting of the Pipeline metadata files in the agent-to-master security subsystem. This could allow metadata files to be written to by malicious agents (SECURITY-358).

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All

Application Jenkins Jenkins All All All All

References

Reference Source

Merge pull request #89 from jenkinsci-cert/SECURITY-358 · jenkinsci/jenkins@414ff7e · GitHub CONFIRM

Bug 1418711 – CVE-2017-2602 jenkins: Pipeline metadata files not blacklisted in agent-to-master security subsystem (SECURITY-358) CONFIRM

Jenkins Security Advisory 2017-02-01 CONFIRM

Jenkins CVE-2017-2602 Security Bypass Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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