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Samba before versions 4.6.1, 4.5.7 and 4.4.11 are vulnerable to a malicious client using a symlink race to allow access to ¢
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Bug 1429472 — CVE-2017-2619 samba: symlink race permits opening files outside share directory
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Samba CVE-2017-2619 Symlink Vulnerability BID

Samba 4.5.2 - Symlink Race Permits Opening Files Outside Share Directory EXPLC
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Samba - Security Announcement Archive CONFI
Debian -- Security Information -- DSA-3816-1 samba DEBIA

Samba Symlink Race Condition Lets Remote Authenticated Users View Non-Exported Files on the Target System - SecurityTracker =~ SECTF
CVE Program record CVE.C

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

378151 Virtuozzo Linux Security Update for samba-winbind-krb5-locator (VZLSA-2017:2789)
378315 Virtuozzo Linux Security Update for libsmbclient (VZLSA-2017:1265)
500631 Alpine Linux Security Update for samba

504395 Alpine Linux Security Update for samba
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