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Summary

CVE CVE-2017-2628

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-12 15:29:00 UTC

Updated 2023-02-12 23:29:00 UTC

Description curl, as shipped in Red Hat Enterprise Linux 6 before version 7.19.7-53, did not correctly backport the fix for CVE-2015-3148 because it did not reflect the fact that the HAVE_GSSAPI define was meanwhile substituted by USE_HTTP_NEGOTIATE. This issue was introduced in RHEL 6.7 and affects RHEL 6 curl only.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Haxx Curl 7.19.7 All All All

Application Haxx Curl 7.19.7 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

References

Reference Source Link

Red Hat Customer Portal MISC access.redhat.com

CVE-2017-2628 - Red Hat Customer Portal MISC access.redhat.com

cURL/libcURL Incomplete Fix CVE-2017-2628 Remote Security Bypass Vulnerability BID www.securityfocus.com

Red Hat Customer Portal REDHAT rhn.redhat.com

Bug 1422464 – CVE-2017-2628 curl: negotiate not treated as connection-oriented (incomplete fix for CVE-2015-3148) CONFIRM bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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