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CVE CVE-2017-2647
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-03-31 04:59:00 UTC
Updated 2023-02-12 23:29:00 UTC
Description The KEYS subsystem in the Linux kernel before 3.18 allows local users to gain privileges or cause a denial of service (NUL

1|

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System Linux Linux Kernel All All All

Edition

All

Language

References

Reference

Red Hat Customer Portal

Bug 1428353 — CVE-2017-2647 kernel: Null pointer dereference in search_keyring

Red Hat Customer Portal - Access to 24x7 support and knowledge

Red Hat Customer Portal

CVE-2017-2647 - Red Hat Customer Portal

Linux Kernel CVE-2017-2647 Null Pointer Deference Local Privilege Escalation Vulnerability
Red Hat Customer Portal

Red Hat Customer Portal - Access to 24x7 support and knowledge

KEYS: Remove key_type::match in favour of overriding default by match... - torvalds/linux@c06cfb0 - GitHub
USN-3849-2: Linux kernel (Trusty HWE) vulnerabilities | Ubuntu security notices
kernel/git/torvalds/linux.git - Linux kernel source tree

Red Hat Customer Portal

USN-3849-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

Source

REDHAT

CONFIRM

MISC

REDHAT

MISC

BID

REDHAT

MISC

CONFIRM

UBUNTU

CONFIRM

REDHAT

UBUNTU

Link
access.redhat.cc
bugzilla.redhat.c
access.redhat.cc
access.redhat.cc
access.redhat.cc
www.securityfoci
access.redhat.cc
access.redhat.cc
github.com
usn.ubuntu.com
git.kernel.org
access.redhat.cc

usn.ubuntu.com


https://cve.report/
https://cve.report/CVE-2017-2647/mitre
https://cve.report/CVE-2017-2647/nist
https://cve.report/CVE-2017-2647/cve_org
https://cve.report/api/cve/CVE-2017-2647.json
https://cve.report/CVE-2017-2647.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://access.redhat.com/errata/RHSA-2017:1842
https://bugzilla.redhat.com/show_bug.cgi?id=1428353
https://access.redhat.com/errata/RHSA-2020:3548
https://access.redhat.com/errata/RHSA-2017:2444
https://access.redhat.com/security/cve/CVE-2017-2647
http://www.securityfocus.com/bid/97258
https://access.redhat.com/errata/RHSA-2017:2437
https://access.redhat.com/errata/RHSA-2020:3836
https://github.com/torvalds/linux/commit/c06cfb08b88dfbe13be44a69ae2fdc3a7c902d81
https://usn.ubuntu.com/3849-2/
http://git.kernel.org/cgit/linux/kernel/git/torvalds/linux.git/commit/?id=c06cfb08b88dfbe13be44a69ae2fdc3a7c902d81
https://access.redhat.com/errata/RHSA-2017:2077
https://usn.ubuntu.com/3849-1/

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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