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Summary

CVE CVE-2017-2664

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-26 14:29:00 UTC

Updated 2019-10-09 23:27:00 UTC

Description CloudForms Management Engine (cfme) before 5.7.3 and 5.8.x before 5.8.1 lacks RBAC controls on certain methods in the rails application portion of CloudForms. An attacker with access could use a variety of methods within the rails application portion of CloudForms to escalate privileges.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Cloudforms 4.2 All All All

Application Redhat Cloudforms 4.6 All All All

Application Redhat Cloudforms 4.2 All All All

Application Redhat Cloudforms 4.6 All All All

Application Redhat Cloudforms Management Engine All All All All

Application Redhat Cloudforms Management Engine All All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT access.redhat.com

Red Hat CloudForms Management Engine CVE-2017-2664 Privilege Escalation Vulnerability BID www.securityfocus.com

1435393 – (CVE-2017-2664) CVE-2017-2664 CloudForms: lack of RBAC on various methods in web UI CONFIRM bugzilla.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2017-2664/mitre
https://cve.report/CVE-2017-2664/nist
https://cve.report/CVE-2017-2664/cve_org
https://cve.report/api/cve/CVE-2017-2664.json
https://cve.report/CVE-2017-2664.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/cloudforms
http://cve.report/vendor/redhat
http://cve.report/software/redhat/cloudforms
http://cve.report/vendor/redhat
http://cve.report/software/redhat/cloudforms
http://cve.report/vendor/redhat
http://cve.report/software/redhat/cloudforms
http://cve.report/vendor/redhat
http://cve.report/software/redhat/cloudforms_management_engine
http://cve.report/vendor/redhat
http://cve.report/software/redhat/cloudforms_management_engine
https://access.redhat.com/errata/RHSA-2017:3484
http://www.securityfocus.com/bid/100148
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2017-2664
https://access.redhat.com/errata/RHSA-2017:1758
https://www.cve.org/CVERecord?id=CVE-2017-2664
https://nvd.nist.gov/vuln/detail/CVE-2017-2664


There are currently no legacy QID mappings associated with this CVE.
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