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CVE CVE-2017-2665
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-06 13:29:00 UTC
Updated 2019-10-09 23:27:00 UTC
Description The skyring-setup command creates random password for mongodb skyring database but it writes password in plain text tc

/ |

1|

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mongodb Mongodb - All All All

Application Mongodb Mongodb - All All All

Application Redhat Storage Console 2.0 All All All

Application Redhat Storage Console 2.0 All All All
References

Reference

1437770 — (CVE-2017-2665) CVE-2017-2665 rhscon-core: creates world readable file /etc/skyring/skyring.conf which leaks mongodb passwo
Red Hat Storage Console CVE-2017-2665 Insecure Password Storage Information Disclosure Vulnerability
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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