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Hammer CLI, a CLI utility for Foreman, before version 0.10.0, did not explicitly set the verify_ssl flag for apipie-bindings tha
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Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type
Application
Application

Application

Application
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Vendor Product Version Update Edition Language
Redhat Satellite 6.3 All All All
Redhat Satellite Capsule 6.3 All All All
Theforeman Hammer Cli All All All All
Theforeman Hammer Cli All All All All

Source Link

1436262 — (CVE-2017-2667) CVE-2017-2667 rubygem-hammer_cli: no verification of API server's SSL certificate  ~ CONFIRM  bugzilla.rec
hammer_cli CVE-2017-2667 SSL Certificate Validation Security Bypass Vulnerability BID www.secur

Bug #19033: CVE-2017-2667 - SSL/HTTPS server certificates are not verified by default - Hammer CLI - Foreman CONFIRM projects.the

CVE-2017-2667 - Red Hat Customer Portal MISC access.redl
Red Hat Customer Portal REDHAT  access.red|
CVE Program record CVE.ORG www.cve.ol
NVD vulnerability detail NVD nvd.nist.go'
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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