=

VE-2017-2

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2017-2669
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-21 13:29:00 UTC
Updated 2019-10-09 23:27:00 UTC
Description Dovecot before version 2.2.29 is vulnerable to a denial of service. When 'dict' passdb and userdb were used for user authel
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Dovecot Dovecot All All All All

References |
Reference Source Link
Dovecot CVE-2017-2669 Denial of Service Vulnerability BID WWW.Secul
Debian -- Security Information -- DSA-3828-1 dovecot DEBIAN www.debie
github.com/dovecot/core/commit/000030feb7a30f193197f1aab8a7b04a26b42735.... CONFIRM  github.comr

1438676 — (CVE-2017-2669) CVE-2017-2669 dovecot: Dovecot DoS when passdb dict was used for authentication CONFIRM  bugzilla.re

oss-security - CVE-2017-2669: Dovecot DoS when passdb dict was used for authentication MLIST www.open
[Dovecot-news] v2.2.29 released MLIST dovecot.or
CVE Program record CVE.ORG www.cve.c
NVD vulnerability detail NVD nvd.nist.gc
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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