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CVE CVE-2017-2673
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-19 13:29:00 UTC
Updated 2023-02-12 23:29:00 UTC
Description An authorization-check flaw was discovered in federation configurations of the OpenStack Identity service (keystone). An ai

/ |
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Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Openstack 10 All All All
Application Redhat Openstack 10.0 All All All
Application Redhat Openstack 9 All All All
Application Redhat Openstack 9.0 All All All
Application Redhat Openstack 10.0 All All All
Application Redhat Openstack 9.0 All All All

References |
Reference Source Link
oss-sec: [OSSA-2017-004] federated user gets wrong role (CVE-2017-2673) MLIST seclists.
Red Hat Customer Portal REDHAT  access.
Red Hat Customer Portal REDHAT  access.
CVE-2017-2673 - Red Hat Customer Portal MISC access.
OpenStack Keystone CVE-2017-2673 Security Bypass Vulnerability BID www.se
1439586 — (CVE-2017-2673) CVE-2017-2673 openstack-keystone: Incorrect role assignment with federated Keystone MISC bugzilla
Bug #1677723 “[OSSA-2017-004] federated user gets wrong role (CV...” : Bugs : OpenStack Identity (keystone) CONFIRM  bugs.lat
1439586 — (CVE-2017-2673) CVE-2017-2673 openstack-keystone: Incorrect role assignment with federated Keystone CONFIRM  bugzilla



https://cve.report/
https://cve.report/CVE-2017-2673/mitre
https://cve.report/CVE-2017-2673/nist
https://cve.report/CVE-2017-2673/cve_org
https://cve.report/api/cve/CVE-2017-2673.json
https://cve.report/CVE-2017-2673.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://seclists.org/oss-sec/2017/q2/125
https://access.redhat.com/errata/RHSA-2017:1597
https://access.redhat.com/errata/RHSA-2017:1461
https://access.redhat.com/security/cve/CVE-2017-2673
http://www.securityfocus.com/bid/98032
https://bugzilla.redhat.com/show_bug.cgi?id=1439586
https://bugs.launchpad.net/keystone/+bug/1677723
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2017-2673

CVE Program record CVE.ORG www.cv

NVD vulnerability detail NVD nvd.nist
L] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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