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Summary

CVE CVE-2017-2675

State PUBLISHED

Assigner obdev

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-06 15:59:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description Little Snitch version 3.0 through 3.7.3 suffer from a local privilege escalation vulnerability in the installer part. The vulnerability is related to the installation of the configuration file "at.obdev.littlesnitchd.plist" which gets installed to /Library/LaunchDaemons.

Risk And Classification

Primary CVSS: v3.0 7.8 HIGH from nvd@nist.gov

CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: NVD-CWE-noinfo | unspecified

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 7.8 HIGH CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 4.6 AV:L/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.0 Breakdown

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2017-2675/mitre
https://cve.report/CVE-2017-2675/nist
https://cve.report/CVE-2017-2675/cve_org
https://cve.report/api/cve/CVE-2017-2675.json
https://cve.report/CVE-2017-2675.pdf


CVSS:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:L/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Obdev Little Snitch 3.0 All All All

Application Obdev Little Snitch 3.0.1 All All All

Application Obdev Little Snitch 3.0.2 All All All

Application Obdev Little Snitch 3.0.3 All All All

Application Obdev Little Snitch 3.0.4 All All All

Application Obdev Little Snitch 3.1 All All All

Application Obdev Little Snitch 3.1.1 All All All

Application Obdev Little Snitch 3.3 All All All

Application Obdev Little Snitch 3.3.1 All All All

Application Obdev Little Snitch 3.3.2 All All All

Application Obdev Little Snitch 3.3.3 All All All

Application Obdev Little Snitch 3.3.4 All All All

Application Obdev Little Snitch 3.4 All All All

Application Obdev Little Snitch 3.4.1 All All All

Application Obdev Little Snitch 3.4.2 All All All

Application Obdev Little Snitch 3.5 All All All

Application Obdev Little Snitch 3.5.1 All All All

High

Access Vector

Local

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial
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Application Obdev Little Snitch 3.5.2 All All All

Application Obdev Little Snitch 3.5.3 All All All

Application Obdev Little Snitch 3.6 All All All

Application Obdev Little Snitch 3.6.1 All All All

Application Objective Development Little Snitch 3.6.2 All All All

Application Objective Development Little Snitch 3.6.3 All All All

Application Objective Development Little Snitch 3.6.4 All All All

Application Objective Development Little Snitch 3.7 All All All

Application Objective Development Little Snitch 3.7.1 All All All

Application Objective Development Little Snitch 3.7.2 All All All

Application Objective Development Little Snitch 3.7.3 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Objective Development Software GmbH Little Snitch affected 3.0 - 3.7.3 Not specified

References

Reference

patrick wardle auf Twitter: "reported bug (????CVE-2017-2675) to LittleSnitch over the weekend. They fixed it by *monday* & followed up???????? very impressed! #SorryForTheReboot… https://t.co/Dk7UO4OerC"

Little Snitch Release Notes

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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