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CVE CVE-2017-2685
State PUBLIC
Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2017-03-01 17:59:00 UTC
Updated 2019-10-09 23:27:00 UTC

Description Siemens SINUMERIK Integrate Operate Clients between 2.0.3.00.016 (including) and 2.0.6 (excluding) and between 3.0.4.
i

/ |

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update  Edition Language
Application Siemens  Sinumerik Integrate Access Mymachine/ethernet - All All All
Application Siemens Sinumerik Integrate Access Mymachine/ethernet - All All All
Application Siemens  Sinumerik Integrate Access Mymachine/ethernet - All All All
Application Siemens  Sinumerik Integrate Operate Client 2.0.3.00.016 All All All
Application Siemens  Sinumerik Integrate Operate Client 3.0.4.00.032 All All All
Application Siemens  Sinumerik Integrate Operate Client 2.0.3.00.016 All All All
Application Siemens  Sinumerik Integrate Operate Client 3.0.4.00.032 All All All
Application Siemens  Sinumerik Operate 4.5 sp6 All All
Application Siemens Sinumerik Operate 4.7 sp2 All All
Application Siemens  Sinumerik Operate 4.5 sp6 All All
Application Siemens  Sinumerik Operate 4.7 sp2 All All
Reference Source Link Tags
Multiple Siemens Products CVE-2017-2685 Man in the Middle Security Bypass Vulnerability BID www.securityfocus.com  Third Pe
Siemens CONFIRM  www.siemens.com Vendor
CVE Program record CVE.ORG www.cve.org canonic
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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