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CVE CVE-2017-2689
State PUBLISHED
Assigner siemens

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-29 01:59:01 UTC
Updated 2025-04-20 01:37:25 UTC
Description Siemens RUGGEDCOM ROX | (all versions) allow an authenticated user to bypass access restrictions in the web interface

Risk And Classification

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-285 | CWE-287 | CWE-285 CWE-285: Improper Authorization

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 6.5 AV:N/AC:L/Au:S/C:P/I:P/A:P
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
Low
\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:S/C:P/I:P/A:P

/ [

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Siemens Ruggedcom Rox | All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na RUGGEDCOM ROX | All Versions affected RUGGEDCOM ROX | All versions Not specified
Reference

RUGGEDCOM ROX Multiple Flaws Let Remote Users Conduct Cross-Site Scripting and Cross-Site Request Forgery Attacks and Let Remote
Siemens RUGGEDCOM ROX | | ICS-CERT

Siemens RUGGEDCOM ROX | ICSA-17-087-01 Multiple Security Vulnerabilities

Siemens

CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.

There are currentlv no leaacv QID mappinas associated with this CVE.


http://cve.report/vendor/siemens
http://cve.report/software/siemens/ruggedcom_rox_i
http://cve.report/vendor/na
http://cve.report/software/na/RUGGEDCOM_ROX_I_All_versions
http://www.securitytracker.com/id/1038160
https://ics-cert.us-cert.gov/advisories/ICSA-17-087-01
http://www.securityfocus.com/bid/97170
https://www.siemens.com/cert/pool/cert/siemens_security_advisory_ssa-327980.pdf
https://www.cve.org/CVERecord?id=CVE-2017-2689
https://nvd.nist.gov/vuln/detail/CVE-2017-2689
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