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Summary

CVE CVE-2017-2691

State PUBLIC

Assigner psirt@huawei.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-22 19:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Huawei P9 versions earlier before EVA-AL10C00B373, versions earlier before EVA-CL00C92B373, versions earlier before EVA-DL00C17B373, versions earlier before EVA-TL00C01B373 have a lock-screen bypass vulnerability. An unauthenticated attacker could force the phone to the fastboot mode and delete the user's password file during the reboot process, then login the phone without screen lock password after reboot.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Huawei P9 - All All All

Hardware Huawei P9 - All All All

Operating System Huawei P9 Firmware All All All All

Operating System Huawei P9 Firmware All All All All

References

Reference Source Link Tags

Huawei Smart Phones CVE-2017-2691 Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Security Advisory - Lock-screen Bypass Vulnerability in Huawei Smartphones CONFIRM www.huawei.com Issue Tracking, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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