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CVE-2017-2719

PUBLISHED

huawei

CVE Program / NVD first with legacy fallback
2017-11-22 19:29:01 UTC

2025-04-20 01:37:25 UTC

FusionSphere OpenStack with software V100R006C00 and V100R006C10RC2 has two command injection vulnerabilities «

Risk And Classification

/ | 1|

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov
CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH
EPSS: 0.004450000 probability, percentile 0.635920000 (date 2026-05-14)

Problem Types: CWE-77 | Command Injection

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 8.8 HIGH CVSS:3.0/AV:A/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 8.3 AV:A/AC:L/Au:N/C:C/I:C/A:C
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Huawei Fusionsphere Openstack v100r006c00 All All All

Operating System Huawei Fusionsphere Openstack v100r006¢10rc2 All All All

Source Vendor Product Version Platforms

CNA Huawei Technologies Co. Ltd. FusionSphere OpenStack affected V100R006C00&#xa3 Not specified
CNA Huawei Technologies Co. Ltd. FusionSphere OpenStack affected &#xac Not specified
CNA Huawei Technologies Co. Ltd. FusionSphere OpenStack affected VI00R006C10RC2 Not specified
Reference Source L

Security Advisory - Two Command Injection Vulnerabilities in The FusionSphere OpenStack af854a3a-2127-422b-91ae-364da2661108 w
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No vendor comments have been submitted for this CVE.
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https://www.cve.org/CVERecord?id=CVE-2017-2719
https://nvd.nist.gov/vuln/detail/CVE-2017-2719

There are currently no legacy QID mappings associated with this CVE.
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