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Summary

CVE CVE-2017-2743

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-23 16:29:00 UTC

Updated 2018-02-13 17:46:00 UTC

Description HP has identified a potential security vulnerability with HP Enterprise LaserJet Printers and MFPs, HP OfficeJet Enterprise Color Printers and MFP, HP PageWide Color Printers and MPS before 2308214_000901, 2308214_000900, and other firmware versions. The vulnerability could be exploited to perform a cross site scripting (XSS) attack.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp 2a68a - All All All

Hardware Hp 2a68a - All All All

Operating System Hp 2a68a Firmware All All All All

Operating System Hp 2a68a Firmware All All All All

Hardware Hp 2a69a - All All All

Hardware Hp 2a69a - All All All

Operating System Hp 2a69a Firmware All All All All

Operating System Hp 2a69a Firmware All All All All

Hardware Hp 2a70a - All All All

Hardware Hp 2a70a - All All All

Operating System Hp 2a70a Firmware All All All All

Operating System Hp 2a70a Firmware All All All All

Hardware Hp 2a71a - All All All

Hardware Hp 2a71a - All All All

Operating System Hp 2a71a Firmware All All All All

Operating System Hp 2a71a Firmware All All All All

Hardware Hp A2w75a - All All All
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Hardware Hp A2w75a - All All All

Hardware Hp A2w75a - All All All

Operating System Hp A2w75a Firmware All All All All

Operating System Hp A2w75a Firmware All All All All

Hardware Hp A2w76a - All All All

Hardware Hp A2w76a - All All All

Operating System Hp A2w76a Firmware All All All All

Operating System Hp A2w76a Firmware All All All All

Hardware Hp A2w77a - All All All

Hardware Hp A2w77a - All All All

Operating System Hp A2w77a Firmware All All All All

Operating System Hp A2w77a Firmware All All All All

Hardware Hp A2w78a - All All All

Hardware Hp A2w78a - All All All

Operating System Hp A2w78a Firmware All All All All

Operating System Hp A2w78a Firmware All All All All

Hardware Hp A2w79a - All All All

Hardware Hp A2w79a - All All All

Operating System Hp A2w79a Firmware All All All All

Operating System Hp A2w79a Firmware All All All All

Hardware Hp B3g85a - All All All

Hardware Hp B3g85a - All All All

Operating System Hp B3g85a Firmware All All All All

Operating System Hp B3g85a Firmware All All All All

Hardware Hp B5l04a - All All All

Hardware Hp B5l04a - All All All

Operating System Hp B5l04a Firmware All All All All

Operating System Hp B5l04a Firmware All All All All

Hardware Hp B5l05a - All All All

Hardware Hp B5l05a - All All All

Operating System Hp B5l05a Firmware All All All All

Operating System Hp B5l05a Firmware All All All All

Hardware Hp B5l07a - All All All

Hardware Hp B5l07a - All All All

Operating System Hp B5l07a Firmware All All All All

Operating System Hp B5l07a Firmware All All All All
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Hardware Hp B5l23a - All All All

Hardware Hp B5l23a - All All All

Operating System Hp B5l23a Firmware All All All All

Operating System Hp B5l23a Firmware All All All All

Hardware Hp B5l24a - All All All

Hardware Hp B5l24a - All All All

Operating System Hp B5l24a Firmware All All All All

Operating System Hp B5l24a Firmware All All All All

Hardware Hp B5l25a - All All All

Hardware Hp B5l25a - All All All

Operating System Hp B5l25a Firmware All All All All

Operating System Hp B5l25a Firmware All All All All

Hardware Hp B5l26a - All All All

Hardware Hp B5l26a - All All All

Operating System Hp B5l26a Firmware All All All All

Operating System Hp B5l26a Firmware All All All All

Hardware Hp B5l46a - All All All

Hardware Hp B5l46a - All All All

Operating System Hp B5l46a Firmware All All All All

Operating System Hp B5l46a Firmware All All All All

Hardware Hp B5l47a - All All All

Hardware Hp B5l47a - All All All

Operating System Hp B5l47a Firmware All All All All

Operating System Hp B5l47a Firmware All All All All

Hardware Hp B5l48a - All All All

Hardware Hp B5l48a - All All All

Operating System Hp B5l48a Firmware All All All All

Operating System Hp B5l48a Firmware All All All All

Hardware Hp C2s11a - All All All

Hardware Hp C2s11a - All All All

Operating System Hp C2s11a Firmware All All All All

Operating System Hp C2s11a Firmware All All All All

Hardware Hp C2s12a - All All All

Hardware Hp C2s12a - All All All

Operating System Hp C2s12a Firmware All All All All

Operating System Hp C2s12a Firmware All All All All
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Operating System Hp C2s12a Firmware All All All All

Hardware Hp Cc419a - All All All

Hardware Hp Cc419a - All All All

Operating System Hp Cc419a Firmware All All All All

Operating System Hp Cc419a Firmware All All All All

Hardware Hp Cc420a - All All All

Hardware Hp Cc420a - All All All

Operating System Hp Cc420a Firmware All All All All

Operating System Hp Cc420a Firmware All All All All

Hardware Hp Cc421a - All All All

Hardware Hp Cc421a - All All All

Operating System Hp Cc421a Firmware All All All All

Operating System Hp Cc421a Firmware All All All All

Hardware Hp Cc522a - All All All

Hardware Hp Cc522a - All All All

Operating System Hp Cc522a Firmware All All All All

Operating System Hp Cc522a Firmware All All All All

Hardware Hp Cc523a - All All All

Hardware Hp Cc523a - All All All

Operating System Hp Cc523a Firmware All All All All

Operating System Hp Cc523a Firmware All All All All

Hardware Hp Cc524a - All All All

Hardware Hp Cc524a - All All All

Operating System Hp Cc524a Firmware All All All All

Operating System Hp Cc524a Firmware All All All All

Hardware Hp Cd644a - All All All

Hardware Hp Cd644a - All All All

Operating System Hp Cd644a Firmware All All All All

Operating System Hp Cd644a Firmware All All All All

Operating System Hp Cd645a Firmware All All All All

Operating System Hp Cd645a Firmware All All All All

Hardware Hp Cd646a - All All All

Hardware Hp Cd646a - All All All

Operating System Hp Cd646a Firmware All All All All

Operating System Hp Cd646a Firmware All All All All

Hardware Hp Ce503a - All All All
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Hardware Hp Ce503a - All All All

Operating System Hp Ce503a Firmware All All All All

Operating System Hp Ce503a Firmware All All All All

Hardware Hp Ce504a - All All All

Hardware Hp Ce504a - All All All

Operating System Hp Ce504a Firmware All All All All

Operating System Hp Ce504a Firmware All All All All

Hardware Hp Ce707a - All All All

Hardware Hp Ce707a - All All All

Operating System Hp Ce707a Firmware All All All All

Operating System Hp Ce707a Firmware All All All All

Hardware Hp Ce708a - All All All

Hardware Hp Ce708a - All All All

Operating System Hp Ce708a Firmware All All All All

Operating System Hp Ce708a Firmware All All All All

Hardware Hp Ce709a - All All All

Hardware Hp Ce709a - All All All

Operating System Hp Ce709a Firmware All All All All

Operating System Hp Ce709a Firmware All All All All

Hardware Hp Ce738a - All All All

Hardware Hp Ce738a - All All All

Operating System Hp Ce738a Firmware All All All All

Operating System Hp Ce738a Firmware All All All All

Hardware Hp Ce989a - All All All

Hardware Hp Ce989a - All All All

Operating System Hp Ce989a Firmware All All All All

Operating System Hp Ce989a Firmware All All All All

Hardware Hp Ce990a - All All All

Hardware Hp Ce990a - All All All

Operating System Hp Ce990a Firmware All All All All

Operating System Hp Ce990a Firmware All All All All

Hardware Hp Ce991a - All All All

Hardware Hp Ce991a - All All All

Operating System Hp Ce991a Firmware All All All All

Operating System Hp Ce991a Firmware All All All All
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Hardware Hp Ce992a - All All All

Hardware Hp Ce992a - All All All

Operating System Hp Ce992a Firmware All All All All

Operating System Hp Ce992a Firmware All All All All

Hardware Hp Ce993a - All All All

Hardware Hp Ce993a - All All All

Operating System Hp Ce993a Firmware All All All All

Operating System Hp Ce993a Firmware All All All All

Hardware Hp Ce994a - All All All

Hardware Hp Ce994a - All All All

Operating System Hp Ce994a Firmware All All All All

Operating System Hp Ce994a Firmware All All All All

Hardware Hp Ce995a - All All All

Hardware Hp Ce995a - All All All

Operating System Hp Ce995a Firmware All All All All

Operating System Hp Ce995a Firmware All All All All

Hardware Hp Ce996a - All All All

Hardware Hp Ce996a - All All All

Operating System Hp Ce996a Firmware All All All All

Operating System Hp Ce996a Firmware All All All All

Hardware Hp Cf066a - All All All

Hardware Hp Cf066a - All All All

Operating System Hp Cf066a Firmware All All All All

Operating System Hp Cf066a Firmware All All All All

Hardware Hp Cf067a - All All All

Hardware Hp Cf067a - All All All

Operating System Hp Cf067a Firmware All All All All

Operating System Hp Cf067a Firmware All All All All

Hardware Hp Cf068a - All All All

Hardware Hp Cf068a - All All All

Operating System Hp Cf068a Firmware All All All All

Operating System Hp Cf068a Firmware All All All All

Hardware Hp Cf069a - All All All

Hardware Hp Cf069a - All All All

Operating System Hp Cf069a Firmware All All All All

Operating System Hp Cf069a Firmware All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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