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Summary

CVE CVE-2017-2747

State PUBLIC

Assigner hp-security-alert@hp.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-01-23 16:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description HP has identified a potential security vulnerability before IG_11_00_00.10 for DesignJet T790, T795, T1300, T2300, before MRY_04_05_00.5 for DesignJet T920, T930, T1500, T1530, T2500, T2530, before AENEAS_03_04_00.9 for DesignJet T3500, before NEXUS_01_12_00.11 for Latex 310, 330, 360, 370, before NEXUS_03_12_00.15 for Latex 315, 335, 365, 375, before STORM_00_05_01.6 for Latex 560, 570 and Latex 110 that may expose the credentials of the SMTP server configured to receive and process emails generated by the printers.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Hp 110 - All All All

Hardware Hp 110 - All All All

Operating System Hp 110 Firmware All All All All

Hardware Hp 310 - All All All

Hardware Hp 310 - All All All

Operating System Hp 310 Firmware All All All All

Hardware Hp 315 - All All All

Hardware Hp 315 - All All All

Operating System Hp 315 Firmware All All All All

Hardware Hp 330 - All All All

Hardware Hp 330 - All All All

Operating System Hp 330 Firmware All All All All

Hardware Hp 335 - All All All

Hardware Hp 335 - All All All

Operating System Hp 335 Firmware All All All All

Hardware Hp 360 - All All All

Hardware Hp 360 - All All All
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Hardware Hp 360 - All All All

Operating System Hp 360 Firmware All All All All

Hardware Hp 365 - All All All

Hardware Hp 365 - All All All

Operating System Hp 365 Firmware All All All All

Hardware Hp 370 - All All All

Hardware Hp 370 - All All All

Operating System Hp 370 Firmware All All All All

Hardware Hp 375 - All All All

Hardware Hp 375 - All All All

Operating System Hp 375 Firmware All All All All

Hardware Hp 560 - All All All

Hardware Hp 560 - All All All

Operating System Hp 560 Firmware All All All All

Hardware Hp 570 - All All All

Hardware Hp 570 - All All All

Operating System Hp 570 Firmware All All All All

Hardware Hp T1300 - All All All

Hardware Hp T1300 - All All All

Operating System Hp T1300 Firmware All All All All

Hardware Hp T1500 - All All All

Hardware Hp T1500 - All All All

Operating System Hp T1500 Firmware All All All All

Hardware Hp T1530 - All All All

Hardware Hp T1530 - All All All

Operating System Hp T1530 Firmware All All All All

Hardware Hp T2300 - All All All

Hardware Hp T2300 - All All All

Operating System Hp T2300 Firmware All All All All

Hardware Hp T2500 - All All All

Hardware Hp T2500 - All All All

Operating System Hp T2500 Firmware All All All All

Hardware Hp T2530 - All All All

Hardware Hp T2530 - All All All

Operating System Hp T2530 Firmware All All All All

Hardware Hp T3500 - All All All
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Hardware Hp T3500 - All All All

Operating System Hp T3500 Firmware All All All All

Hardware Hp T790 - All All All

Hardware Hp T790 - All All All

Operating System Hp T790 Firmware All All All All

Hardware Hp T795 - All All All

Hardware Hp T795 - All All All

Operating System Hp T795 Firmware All All All All

Hardware Hp T920 - All All All

Hardware Hp T920 - All All All

Operating System Hp T920 Firmware All All All All

Hardware Hp T930 - All All All

Hardware Hp T930 - All All All

Operating System Hp T930 Firmware All All All All

References

Reference Source Link

HPSBPI03563 rev 1 - SMTP Credentials Vulnerability for HP Designjet and HP Latex printers | HP® Customer Support HP support.hp.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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