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CVE-2017-2751

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssaomvencLrrnunsucHnan  Gertain versions of Compaq 14-h000 from Hp contain the foIIowing
’ vulnerability:

A BIOS password extraction vulnerability has been reported on certain
consumer notebooks with firmware F.22 and others. The BIOS
password was stored in CMOS in a way that allowed it to be extracted.
This applies to consumer notebooks launched in early 2014.

CVE-2017-2751 has been assigned by ) hp-security-alert@hp.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: {f) HP Inc. - HP 240 G1 Notebook PC and certain other consumer notebooks version F.22 and other
firmware versions

CVSSS3 Score: 4.6- MEDIUM

Attack Attack Privileges User
Vector Complexity Required Interaction
Low [ NONE | [ NON |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | =3 [ NONE |
CVSS2 Score: f2i=LOW
Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | (e

| CVE References

Description Tags Link
HPSBGNO03575 rev. 1 - BIOS Password Extraction Vulnerability on Certain HP Notebooks | HP® {H HP

Ciietnmer Qiinnnrt [ cyppnart b oo | HPSRGNNRR7A


https://cve.report/
https://cve.report/CVE-2017-2751/mitre
https://cve.report/CVE-2017-2751/nist
https://cve.report/CVE-2017-2751/cve_org
https://cve.report/CVE-2017-2751.pdf
http://cve.report/software/hp/compaq_14-h000
http://cve.report/vendor/hp
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://support.hp.com/us-en/document/c05913581

R A R T % k] [ SUPPOTENP-COTT IR LI T4 TR T RS

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Exploit/POC from Github

Mini-paper on CVE-2017-2751, HP EFI password extraction.

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware = >4 Hp Compag 14-h000 - All All All
Hardware &= >4 Hp Compag 14-h000 - All All All
Operating Hp Compaqg 14-h000 Firmware - All All All
System

Operating Hp Compag 14-h000 Firmware - All All All
System

Hardware = [ Hp Compagq 14-s000 - All All All
Hardware = >4 Hp Compag 14-s000 - All All All
Operating Hp Compag 14-s000 Firmware - All All All
System

Operating Hp Compagq 14-s000 Firmware - All All All
System

Hardware &= >4 Hp Compag Cqg45-900 - All All All
Hardware = >4 Hp Compag Cg45-900 - All All All
Operating Hp Compag Cg45-900 Firmware - All All All
System

Operating Hp Compag Cg45-900 Firmware - All All All
System

Hardware &= -0 Hp Hp 1000-1300 - All All All
Hardware &= -0 Hp Hp 1000-1300 - All All All
Operating Hp Hp 1000-1300 Firmware All All All All
System

Operating Hp Hp 1000-1300 Firmware All All All All
System

Hardware o =z Hp Hp 14-g000 - All All All
Hardware &= =z Hp Hp 14-g000 - All All All


mailto:%20comment@cve.report
https://device.report/hp/compaq-14-h000
http://cve.report/vendor/hp
http://cve.report/software/hp/compaq_14-h000
https://device.report/hp/compaq-14-h000
http://cve.report/vendor/hp
http://cve.report/software/hp/compaq_14-h000
http://cve.report/vendor/hp
http://cve.report/software/hp/compaq_14-h000_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/compaq_14-h000_firmware
https://device.report/hp/compaq-14-s000
http://cve.report/vendor/hp
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http://cve.report/vendor/hp
http://cve.report/software/hp/hp_1000-1300
http://cve.report/vendor/hp
http://cve.report/software/hp/hp_1000-1300_firmware
http://cve.report/vendor/hp
http://cve.report/software/hp/hp_1000-1300_firmware
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http://cve.report/vendor/hp
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Hp Spectre 13-h200

Hp Spectre 13-h200

Hp Spectre 13-h200 Firmware

Hp Spectre 13-h200 Firmware

Hp Spectre X2 13-smb Pro

Hp Spectre X2 13-smb Pro

Hp Spectre X2 13-smb Pro Firmware

Hp Spectre X2 13-smb Pro Firmware

Hp Split 13-g200

Hp Split 13-g200

Hp Split 13-g200 Firmware

Hp Split 13-g200 Firmware

e_ekakukokukukok.

a_eRuk kLK kLKL k,

cpe:2.3:0:hp:compaqg_cq45-900_firmware:-:*:**:**:*:*:
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Skakakakakakakuk.

cpe:2.3:0:hp:hp_240_g3_firmware:™:*:**:**:*:*:

Skukkukakukakk.

cpe:2.3:0:hp:hp_240_g3_firmware: :*:**:**:*:*:

dkukakakakakakok.

cpe:2.3:0:hp:hp_245_g1_firmware: ™ " ™



Skk Lk uk kR akak.

cpe:2.3:0:hp:hp_245_g1_firmware: ™ ™

ARk kKK kKK,

cpe:2.3:0:hp:hp_246_firmware: :*:

ARk kKK kKK,

cpe:2.3:0:hp:hp_246_firmware: :*:

Sk Rk kR Rk k.

cpe:2.3:0:hp:hp_246_g3_firmware: :**:*:**:*:*:

dkak ok akakakakak.

cpe:2.3:0:hp:hp_246_g3_firmware: :**:*:***:*:

e_ekakuk kKKK,

cpe:2.3:h:hp:hp_250_g1_notebook_pc:-i*:*:**:*:*:*:

e_ekakuk kKKK,

cpe:2.3:h:hp:hp_250_g1_notebook_pc:-:*:**:*:**:*:

ARk kKKK LKLk,

cpe:2.3:0:hp:hp_455_firmware:™:*:*:*:**:*:*:

ARk kKL kKKK,

cpe:2.3:0:hp:hp_455_firmware:™:*:*:*:**:*:*:

ARk kK kLK LKk,

cpe:2.3:0:hp:hp_envy_100_firmware: :*:**:*:*:*:*:

e m e Aim el memiis AAN Ll kK Kk kR kR



cpe:2.3:h:hp:hp_envy_14-k100:-:"* "
cpe:2.3:h:hp:hp_envy_14-k100:-:** "
cpe:2.3:0:hp:hp_envy_14-k100_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:hp:hp_envy_14-k100_firmware::*:*:*:**:*:*:
cpe:2.3:h:hp:hp_envy_15-j000:-:
cpe:2.3:h:hp:hp_envy_15-j000:-:*:
cpe:2.3:0:hp:hp_envy_15-j000_firmware:*:*:*:**:*:*:*:
cpe:2.3:0:hp:hp_envy_15-j000_firmware:*:*:*:**:*:*:*:
cpe:2.3:h:hp:hp_envy_15-j100:-*
cpe:2.3:h:hp:thp_envy_15-j100:-*
cpe:2.3:0:hp:hp_envy_15-j100_firmware:*:*:*:**:*:*:*:
cpe:2.3:0:hp:hp_envy_15-j100_firmware:*:*:*:**:*:*:*:
cpe:2.3:h:hp:hp_envy_17-j100_leap_motion_se:-:*:*:**:*:*:*:
cpe:2.3:h:hp:hp_envy_17-j100_leap_motion_se:-:*:*:*:*:*:*:*:
cpe:2.3:0:hp:hp_envy_17-j100_leap_motion_se_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:hp:hp_envy_17-j100_leap_motion_se_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:h:hp:hp_envy_17_j100:-:"* % %
cpe:2.3:h:hp:hp_envy_17_j100:-:" "
cpe:2.3:0:hp:hp_envy_17_j100_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:hp:hp_envy_17_j100_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:h:hp:hp_envy_m6-n000:-:*:":*:* %™
cpe:2.3:h:hp:hp_envy_m6-n000:-:*:":*:* ™
cpe:2.3:0:hp:hp_envy_m6-n000_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:0:hp:hp_envy_m6-n000_firmware:*:*:*:*:*:*:*:*:
cpe:2.3:h:hp:hp_g14-a000:-:*** %"
cpe:2.3:h:hp:hp_g14-a000:-:* """
cpe:2.3:0:hp:hp_g14-a000_firmware:*:*:**:*:*:*:*:

dkakakk ok akak k.

cpe:2.3:0:hp:hp_g14-a000_firmware: :*:*: " :*:



LKk kK koK LKk,

cpe:2.3:0:hp:hp_pavilion_10-f000_firmware:*:*:*:*:*:*:*:*:

Ak kKK koK Kk,

cpe:2.3:0:hp:hp_pavilion_10-f000_firmware:*:*:*:*:*:*:*:*:

e_akakak kR Rk,

cpe:2.3:h:hp:hp_pavilion_11-n000:-:*:*:***:*:*:

e_ekakak kR Rk,

cpe:2.3:h:hp:hp_pavilion_14-n000:-:*:**:**:*:*:

e_ekakak ok akak ok,

cpe:2.3:h:hp:hp_pavilion_14-n000:-:*:*:*:**:*:*:



cpe:2.3:h:hp:hp_spectre_x2_13-smb_pro:-:*:**:***:*:

No vendor comments have been submitted for this CVE
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