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Summary

CVE CVE-2017-2810

State PUBLIC

Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-14 13:29:00 UTC

Updated 2022-04-19 19:15:00 UTC

Description An exploitable vulnerability exists in the Databook loading functionality of Tablib 0.11.4. A yaml loaded Databook can execute arbitrary python commands resulting in command execution. An attacker can insert python into loaded yaml to trigger this vulnerability.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Python Tablib 0.11.4 All All All

Application Python Tablib 0.11.4 All All All

References

Reference Source Link Tags

TALOS-2017-0307 - Cisco Talos MISC talosintelligence.com Exploit, Third Party Advisory, VDB Entry

Tablib: Arbitrary command execution (GLSA 201811-18) — Gentoo security GENTOO security.gentoo.org

Tablib CVE-2017-2810 Arbitrary Command Execution Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710248 Gentoo Linux Tablib Arbitrary command execution Vulnerability (GLSA 201811-18)

981088 Python (pip) Security Update for tablib (GHSA-gcr6-rf47-jrgf)
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