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Summary

CVE CVE-2017-2850

State PUBLIC

Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-29 17:29:00 UTC

Updated 2022-06-07 17:38:00 UTC

Description In the web management interface in Foscam C1 Indoor HD cameras with application firmware 2.52.2.37, a specially crafted HTTP request can allow for a user to inject arbitrary characters in the pureftpd.passwd file during a username change, which in turn allows for bypassing chroot restrictions in the FTP server. An attacker can simply send an HTTP request to the device to trigger this vulnerability.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Foscam C1 Indoor Hd Camera - All All All

Hardware Foscam C1 Indoor Hd Camera - All All All

Operating System Foscam C1 Indoor Hd Camera Firmware 2.52.2.37 All All All

Operating System Foscam C1 Indoor Hd Camera Firmware 2.52.2.37 All All All

References

Reference Source Link Tags

Foscam IP Video Camera Multiple Command Injection Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

TALOS-2017-0352 - Cisco Talos MISC talosintelligence.com Technical Description, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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