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Summary

CVE CVE-2017-2906

State PUBLIC

Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-24 19:29:00 UTC

Updated 2022-06-13 19:07:00 UTC

Description An exploitable integer overflow exists in the animation playing functionality of the Blender open-source 3d creation suite version 2.78c. A specially created '.avi' file can cause an integer overflow resulting in a buffer overflow which can allow for code execution under the context of the application. An attacker can convince a user to use the file as an asset in order to trigger this vulnerability.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Blender Blender 2.78c All All All

Application Blender Blender 2.78c All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

References

Reference Source Link Tags

[SECURITY] [DLA 1465-1] blender security update MLIST lists.debian.org Mailing List, Third Party Advisory

Debian -- Security Information -- DSA-4248-1 blender DEBIAN www.debian.org Third Party Advisory

TALOS-2017-0413 || Cisco Talos Intelligence Group - Comprehensive Threat Intelligence MISC www.talosintelligence.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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