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Summary

CVE CVE-2017-2920

State PUBLIC

Assigner talos-cna@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-10-05 19:29:00 UTC

Updated 2022-06-13 19:18:00 UTC

Description An memory corruption vulnerability exists in the .SVG parsing functionality of Computerinsel Photoline 20.02. A specially crafted .SVG file can cause a vulnerability resulting in memory corruption, which can potentially lead to arbitrary code execution. An attacker can send a specific .SVG file to trigger this vulnerability.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pl32 Photoline 20.02 All All All

Application Pl32 Photoline 20.02 All All All

References

Reference Source Link

libofx: Multiple vulnerabilities (GLSA 201908-26) — Gentoo security GENTOO security.gentoo.org

TALOS-2017-0427 - Cisco Talos MISC www.talosintelligence.com

Fix a buffer overflow. · libofx/libofx@a70934e · GitHub CONFIRM github.com

Computerinsel Photoline CVE-2017-2920 Out-Of-Bounds Write Remote Code Execution Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710135 Gentoo Linux libofx Multiple vulnerabilities (GLSA 201908-26)
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