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Adobe Flash Player versions 25.0.0.127 and earlier have an exploitable memory corruption vulnerability in the SWF parser.
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Adobe Flash Player All All All All
Adobe Flash Player All All All All
Adobe Flash Player All All All All
Adobe Flash Player All All All All
Apple Mac Os X - All All All
Apple Mac Os X - All All All
Google Chrome Os - All All All
Google Chrome Os - All All All
Linux Linux Kernel - All All All
Linux Linux Kernel - All All All
Microsoft Windows - All All All
Microsoft Windows - All All All
Microsoft Windows 10 All All All All
Microsoft Windows 10 All All All All
Microsoft Windows 8.1 All All All All
Microsoft Windows 8.1 All All All All
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References

Reference Source
Adobe Flash Player APSB17-10 Multiple Memory Corruption Vulnerabilities BID
Adobe Flash Player: Multiple vulnerabilities (GLSA 201704-04) — Gentoo Security GENTOO
Red Hat Customer Portal REDHAT

Adobe Flash Player Use-After-Free and Memory Corruption Errors Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACH

Adobe Flash - Margin Handling Heap Corruption - Multiple dos Exploit EXPLOIT-C
Adobe Security Bulletin CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710481 Gentoo Linux Adobe Flash Player Multiple Vulnerabilities (GLSA 201704-04)
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