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CVE CVE-2017-3136
State PUBLIC
Assigner security-officer@isc.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-16 20:29:00 UTC
Updated 2020-10-20 12:15:00 UTC
Description A query with a specific set of characteristics could cause a server using DNS64 to encounter an assertion failure and termir

/ ]
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Risk And Classification

Problem Types: CWE-617

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Isc Bind 9.10.4 p1 All All
Application Isc Bind 9.10.4 p2 All All
Application Isc Bind 9.10.4 p3 All All
Application Isc Bind 9.10.4 p4 All All
Application Isc Bind 9.10.4 p5 All All
Application Isc Bind 9.10.4 p6 All All
Application Isc Bind 9.10.5 b1 All All
Application Isc Bind 9.10.5 rcl All All
Application Isc Bind 9.11.0 All All All
Application Isc Bind 9.11.0 pi All All
Application Isc Bind 9.11.0 p2 All All
Application Isc Bind 9.11.0 p3 All All
Application Isc Bind 9.11.1 betal All All
Application Isc Bind 9.11.1 rci All All
Application Isc Bind 9.8.0 p1 All All
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Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Reference

[security-announce] openSUSE-SU-2020:1699-1: moderate: Security update f

Debian -- Security Information -- DSA-3854-1 bind9

Red Hat Customer Portal

April 2017 ISC BIND Vulnerabilities in NetApp Products | NetApp Product Security

Document Display | HPE Support Center

CVE-2017-3136: An error handling synthesized records could cause an assertion failure when using DNS64 with "break-dnssec yes;" - Securi
BIND DNS64 State Error Lets Remote Users Cause the Target Service to Crash - SecurityTracker
[security-announce] openSUSE-SU-2020:1701-1: moderate: Security update f

Red Hat Customer Portal

BIND: Multiple vulnerabilities (GLSA 201708-01) — Gentoo Security

ISC BIND CVE-2017-3136 Remote Denial of Service Vulnerability

CVE Program record

NVD vulnerability detail
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Vendor Comments And Credit

Discovery Credit

LEGACY: ISC would like to thank Oleg Gorokhov of Yandex for making us aware of this
vulnerability.

Legacy QID Mappings

378290 Virtuozzo Linux Security Update for bind-pkcs11-libs (VZLSA-2017:1095)

378311 Virtuozzo Linux Security Update for bind-chroot (VZLSA-2017:1105)

500048 Alpine Linux Security Update for bind

503729 Alpine Linux Security Update for bind

710473 Gentoo Linux BIND Multiple Vulnerabilities (GLSA 201708-01)
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http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://lists.opensuse.org/opensuse-security-announce/2020-10/msg00041.html
https://www.debian.org/security/2017/dsa-3854
https://access.redhat.com/errata/RHSA-2017:1095
https://security.netapp.com/advisory/ntap-20180802-0002/
https://h20566.www2.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-hpesbux03747en_us
https://kb.isc.org/docs/aa-01465
http://www.securitytracker.com/id/1038259
http://lists.opensuse.org/opensuse-security-announce/2020-10/msg00044.html
https://access.redhat.com/errata/RHSA-2017:1105
https://security.gentoo.org/glsa/201708-01
http://www.securityfocus.com/bid/97653
https://www.cve.org/CVERecord?id=CVE-2017-3136
https://nvd.nist.gov/vuln/detail/CVE-2017-3136
http://cve.report/qid/378290
http://cve.report/qid/378311
http://cve.report/qid/500048
http://cve.report/qid/503729
http://cve.report/qid/710473
https://cve.report/

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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