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Summary

CVE CVE-2017-3141

State PUBLIC

Assigner security-officer@isc.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-16 20:29:00 UTC

Updated 2019-10-09 23:27:00 UTC

Description The BIND installer on Windows uses an unquoted service path which can enable a local user to achieve privilege escalation if the host file system permissions allow this. Affects BIND 9.2.6-P2->9.2.9, 9.3.2-P1->9.3.6, 9.4.0->9.8.8, 9.9.0->9.9.10, 9.10.0->9.10.5, 9.11.0->9.11.1, 9.9.3-S1->9.9.10-S1, 9.10.5-S1.

Risk And Classification

Problem Types: CWE-428

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Isc Bind 9.2.6 p2 All All

Application Isc Bind 9.3.2 p1 All All

Application Isc Bind 9.2.6 p2 All All

Application Isc Bind 9.3.2 p1 All All

Application Isc Bind All All All All

Application Isc Bind All All All All

Application Isc Bind All All All All

Application Isc Bind All All All All

Application Isc Bind All All All All

Application Isc Bind All All All All

References

Reference Source Link

CVE-2017-3141: Windows service and uninstall paths are not quoted when BIND is installed - Security Advisories CONFIRM kb.isc.org

BIND Windows Installer Unquoted Service Path Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK www.securitytracker.com

BIND 9.10.5 - Unquoted Service Path Privilege Escalation EXPLOIT-DB www.exploit-db.com

June 2017 ISC BIND Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com
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ISC BIND CVE-2017-3141 Local Privilege Escalation Vulnerability BID www.securityfocus.com

BIND: Multiple vulnerabilities (GLSA 201708-01) — Gentoo Security GENTOO security.gentoo.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: ISC would like to thank John Page aka hyp3rlinx for reporting this issue.

Legacy QID Mappings
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