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Summary

CVE CVE-2017-3167

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-20 01:29:00 UTC

Updated 2023-11-07 02:44:00 UTC

Description In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26, use of the ap_get_basic_auth_pw() by third-party modules outside of the authentication phase may lead to authentication requirements being bypassed.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.11 All All All

Application Apache Http Server 2.2.12 All All All

Application Apache Http Server 2.2.13 All All All

Application Apache Http Server 2.2.14 All All All

Application Apache Http Server 2.2.15 All All All

Application Apache Http Server 2.2.16 All All All

Application Apache Http Server 2.2.17 All All All

Application Apache Http Server 2.2.18 All All All

Application Apache Http Server 2.2.19 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.20 All All All

Application Apache Http Server 2.2.21 All All All

Application Apache Http Server 2.2.22 All All All

Application Apache Http Server 2.2.23 All All All

Application Apache Http Server 2.2.24 All All All
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Application Apache Http Server 2.2.24 All All All

Application Apache Http Server 2.2.25 All All All

Application Apache Http Server 2.2.26 All All All

Application Apache Http Server 2.2.27 All All All

Application Apache Http Server 2.2.29 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.30 All All All

Application Apache Http Server 2.2.31 All All All

Application Apache Http Server 2.2.32 All All All

Application Apache Http Server 2.4.1 All All All

Application Apache Http Server 2.4.10 All All All

Application Apache Http Server 2.4.12 All All All

Application Apache Http Server 2.4.16 All All All

Application Apache Http Server 2.4.17 All All All

Application Apache Http Server 2.4.18 All All All

Application Apache Http Server 2.4.2 All All All

Application Apache Http Server 2.4.20 All All All

Application Apache Http Server 2.4.23 All All All

Application Apache Http Server 2.4.25 All All All

Application Apache Http Server 2.2.0 All All All

Application Apache Http Server 2.2.11 All All All

Application Apache Http Server 2.2.12 All All All

Application Apache Http Server 2.2.13 All All All

Application Apache Http Server 2.2.14 All All All

Application Apache Http Server 2.2.15 All All All

Application Apache Http Server 2.2.16 All All All

Application Apache Http Server 2.2.17 All All All

Application Apache Http Server 2.2.18 All All All

Application Apache Http Server 2.2.19 All All All

Application Apache Http Server 2.2.2 All All All

Application Apache Http Server 2.2.20 All All All

Application Apache Http Server 2.2.21 All All All

Application Apache Http Server 2.2.22 All All All

Application Apache Http Server 2.2.23 All All All

Application Apache Http Server 2.2.24 All All All

Application Apache Http Server 2.2.25 All All All
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Application Apache Http Server 2.2.26 All All All

Application Apache Http Server 2.2.27 All All All

Application Apache Http Server 2.2.29 All All All

Application Apache Http Server 2.2.3 All All All

Application Apache Http Server 2.2.30 All All All

Application Apache Http Server 2.2.31 All All All

Application Apache Http Server 2.2.32 All All All

Application Apache Http Server 2.4.1 All All All

Application Apache Http Server 2.4.10 All All All

Application Apache Http Server 2.4.12 All All All

Application Apache Http Server 2.4.16 All All All

Application Apache Http Server 2.4.17 All All All

Application Apache Http Server 2.4.18 All All All

Application Apache Http Server 2.4.2 All All All

Application Apache Http Server 2.4.20 All All All

Application Apache Http Server 2.4.23 All All All

Application Apache Http Server 2.4.25 All All All

Operating System Apple Mac Os X All All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Netapp Clustered Data Ontap - All All All

Application Netapp Oncommand Unified Manager - All All All

Application Netapp Storagegrid - All All All

Application Oracle Secure Global Desktop 5.3 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Eus 6.7 All All All

Operating System Redhat Enterprise Linux Eus 7.2 All All All

Operating System Redhat Enterprise Linux Eus 7.3 All All All

Operating System Redhat Enterprise Linux Eus 7.4 All All All

Operating System Redhat Enterprise Linux Eus 7.5 All All All

Operating System Redhat Enterprise Linux Eus 7.6 All All All

Operating System Redhat Enterprise Linux Eus 7.7 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All
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Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.2 All All All

Operating System Redhat Enterprise Linux Server Aus 7.3 All All All

Operating System Redhat Enterprise Linux Server Aus 7.4 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.7 All All All

Operating System Redhat Enterprise Linux Server Tus 7.2 All All All

Operating System Redhat Enterprise Linux Server Tus 7.3 All All All

Operating System Redhat Enterprise Linux Server Tus 7.4 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.7 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Application Redhat Jboss Core Services 1.0 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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378141 Virtuozzo Linux Security Update for mod_ssl (VZLSA-2017:2478)

500011 Alpine Linux Security Update for apache2

503702 Alpine Linux Security Update for apache2
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https://www.cve.org/CVERecord?id=CVE-2017-3167
https://nvd.nist.gov/vuln/detail/CVE-2017-3167
http://cve.report/qid/378141
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https://cve.report/
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