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Summary

CVE CVE-2017-3181

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-24 15:29:00 UTC

Updated 2019-10-09 23:27:00 UTC

Description Multiple TIBCO Products are prone to multiple unspecified SQL-injection vulnerabilities because it fails to properly sanitize user-supplied input before using it in an SQL query. Exploiting these issues could allow an attacker to compromise the application, access or modify data, or exploit latent vulnerabilities in the underlying database. The following products and versions are affected: TIBCO Spotfire Analyst 7.7.0 TIBCO Spotfire Connectors 7.6.0 TIBCO Spotfire Deployment Kit 7.7.0 TIBCO Spotfire Desktop 7.6.0 TIBCO Spotfire Desktop 7.7.0 TIBCO Spotfire Desktop Developer Edition 7.7.0 TIBCO Spotfire Desktop Language Packs 7.6.0 TIBCO Spotfire Desktop Language Packs 7.7.0 The following components are affected: TIBCO Spotfire Client TIBCO Spotfire Web Player Client

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Spotfire Analyst 7.7.0 All All All

Application Tibco Spotfire Analyst 7.7.0 All All All

Application Tibco Spotfire Client - All All All

Application Tibco Spotfire Client - All All All

Application Tibco Spotfire Connectors 7.6.0 All All All

Application Tibco Spotfire Connectors 7.6.0 All All All

Application Tibco Spotfire Deployment Kit 7.7.0 All All All

Application Tibco Spotfire Deployment Kit 7.7.0 All All All

Application Tibco Spotfire Desktop 7.6.0 All All All

Application Tibco Spotfire Desktop 7.7.0 All All All

Application Tibco Spotfire Desktop 7.7.0 All All All

Application Tibco Spotfire Desktop 7.6.0 All All All

Application Tibco Spotfire Desktop 7.7.0 All All All

Application Tibco Spotfire Desktop 7.7.0 All All All

Application Tibco Spotfire Desktop Language Packs 7.6.0 All All All

Application Tibco Spotfire Desktop Language Packs 7.7.0 All All All

Application Tibco Spotfire Desktop Language Packs 7.6.0 All All All
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Application Tibco Spotfire Desktop Language Packs 7.6.0 All All All

Application Tibco Spotfire Desktop Language Packs 7.7.0 All All All

Application Tibco Spotfire Web Player Client - All All All

Application Tibco Spotfire Web Player Client - All All All

References

Reference Source Link Tags

TIBCO Security Advisory: January 10, 2017 - TIBCO Spotfire® - 2017-3181 | TIBCO Software CONFIRM www.tibco.com Vendor Advisory

Multiple TIBCO Products CVE-2017-3181 Multiple Unspecified SQL Injection Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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