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Summary

CVE CVE-2017-3185

State PUBLISHED

Assigner certcc

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-16 02:29:10 UTC

Updated 2025-04-20 01:37:25 UTC

Description ACTi cameras including the D, B, I, and E series using firmware version A1D-500-V6.11.31-AC have a web application that uses the GET method to process requests that contain sensitive information such as user account name and password, which can expose that information through the browser's history, referrers, web logs, and other sources.

Risk And Classification

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.017120000 probability, percentile 0.825410000 (date 2026-05-15)

Problem Types: CWE-598 | CWE-200 | CWE-598 CWE-598: Information Exposure Through
Query Strings in GET Request

Version Source Type Score Severity Vector

3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 5 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS v3.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

https://cve.report/
https://cve.report/CVE-2017-3185/mitre
https://cve.report/CVE-2017-3185/nist
https://cve.report/CVE-2017-3185/cve_org
https://cve.report/api/cve/CVE-2017-3185.json
https://cve.report/CVE-2017-3185.pdf


CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:P/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Acti Camera Firmware a1d-500-v6.11.31-ac All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA ACTi Corporation ACTi D B I And E Series Cameras affected A1D-500-V6.11.31-AC Not specified

References

Reference Source

JavaScript is not available. af854a3a-2127-422b-91ae-364da2661108

ACTi Cameras Models Multiple Security Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

Twitter / Konto zawieszone af854a3a-2127-422b-91ae-364da2661108

Vulnerability Note VU#355151 - ACTi cameras models from the D, B, I, and E series contain multiple security vulnerabilities af854a3a-2127-422b-91ae-364da2661108

ACTi Cameras Models Multiple Security Vulnerabilities MITRE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Integrity

High

Availability

High

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

None

Availability

None

http://cve.report/vendor/acti
http://cve.report/software/acti/camera_firmware
http://cve.report/vendor/ACTi_Corporation
http://cve.report/software/ACTi_Corporation/ACTi_D_B_I_and_E_series_cameras
https://twitter.com/Hfuhs/status/839252357221330944
http://www.securityfocus.com/bid/96720/info
https://twitter.com/hack3rsca/status/839599437907386368
https://www.kb.cert.org/vuls/id/355151
http://www.securityfocus.com/bid/96720
https://www.cve.org/CVERecord?id=CVE-2017-3185
https://nvd.nist.gov/vuln/detail/CVE-2017-3185


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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