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Summary

CVE CVE-2017-3186

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-16 02:29:00 UTC

Updated 2019-10-09 23:27:00 UTC

Description ACTi cameras including the D, B, I, and E series using firmware version A1D-500-V6.11.31-AC use non-random default credentials across all devices. A remote attacker can take complete control of a device using default admin credentials.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Acti Camera Firmware a1d-500-v6.11.31-ac All All All

Operating System Acti Camera Firmware a1d-500-v6.11.31-ac All All All

References

Reference Source Link

JavaScript is not available. MISC twitter.com

ACTi Cameras Models Multiple Security Vulnerabilities BID www.securityfocus.com

Vulnerability Note VU#355151 - ACTi cameras models from the D, B, I, and E series contain multiple security vulnerabilities CERT-VN www.kb.cert.org

Twitter / Konto zawieszone MISC twitter.com

ACTi Cameras Models Multiple Security Vulnerabilities MITRE www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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