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CVE CVE-2017-3193
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-16 02:29:00 UTC
Updated 2023-11-08 20:19:00 UTC
Description Multiple D-Link devices including the DIR-850L firmware versions 1.14B07 and 2.07.B05 contain a stack-based buffer overt
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware D-link Dir-850I - All All All
Hardware D-link Dir-850I - All All All
Operating System D-link Dir-8501 Firmware 1.14b07 All All All
Operating System D-link Dir-8501 Firmware 2.07.b05 All All All
Operating System D-link Dir-8501 Firmware 1.14b07 All All All
Operating System D-link Dir-8501 Firmware 2.07.b05 All All All
Hardware Dlink Dir-850I - All All All
Operating System Dlink Dir-8501 Firmware 1.14b07 All All All
Operating System Dlink Dir-8501 Firmware 2.07.b05 All All All
References
Reference

NCC Group Research & Technology na Twitterze: "NCC Group Advisory: D-LINK DIR-850L pre-auth web admin interface stack-based buffer
D-LINK DIR-850L web admin interface vulnerable to stack-based buffer overflow

tools.cisco.com/security/center/viewAlert.x

Multiple D-Link Routers CVE-2017-3193 Stack Buffer Overflow Vulnerability

Vulnerability Note VU#305448 - D-Link DIR-850L web admin interface contains a stack-based buffer overflow vulnerability
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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