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Summary

CVE CVE-2017-3195

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-16 02:29:00 UTC

Updated 2019-12-11 23:35:00 UTC

Description Commvault Edge Communication Service (cvd) prior to version 11 SP7 or version 11 SP6 with hotfix 590 is prone to a stack-based buffer overflow vulnerability that could lead to arbitrary code execution with administrative privileges.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Commvault Edge 11.0.0 All All All

Application Commvault Edge 11.0.0 service_pack1 All All

Application Commvault Edge 11.0.0 service_pack2 All All

Application Commvault Edge 11.0.0 service_pack3 All All

Application Commvault Edge 11.0.0 service_pack4 All All

Application Commvault Edge 11.0.0 service_pack5 All All

Application Commvault Edge 11.0.0 service_pack6 All All

Application Commvault Edge 11.0.0 All All All

Application Commvault Edge 11.0.0 service_pack1 All All

Application Commvault Edge 11.0.0 service_pack2 All All

Application Commvault Edge 11.0.0 service_pack3 All All

Application Commvault Edge 11.0.0 service_pack4 All All

Application Commvault Edge 11.0.0 service_pack5 All All

Application Commvault Edge 11.0.0 service_pack6 All All
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Vulnerability Note VU#214283 - Commvault Edge contains a buffer overflow vulnerability CERT-VN www.kb.cert.org Third Party Advisory, US Government Resource

CommVault Edge 11 SP6 - Stack Buffer Overflow (PoC) - Windows dos Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Knowledge Base: Stack-based buffer overflow vulnerability CONFIRM kb.commvault.com Patch, Vendor Advisory

Commvault Edge CVE-2017-3195 Stack Buffer Overflow Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Commvault Edge (CVE-2017-3195) MISC redr2e.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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