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CVE CVE-2017-3196
State PUBLIC
Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-16 02:29:00 UTC
Updated 2019-10-09 23:27:00 UTC
Description PCAUSA Rawether framework does not properly validate BPF data, allowing a crafted malicious BPF program to perform c
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows All All All All
Operating System Microsoft Windows All All All All
Application Rawether Project Rawether - All All All
Application Rawether Project Rawether - All All All

References
Reference Source
Vulnerability Note VU#600671 - PCAUSA Rawether for Windows local privilege escalation CERT-VI
PCAUSA Rawether for Windows local privilege escalation MISC

Vuln: Printing Communications Association Rawether CVE-2017-3196 Local Privilege Escalation Vulnerability | | IT Security News MISC

Printing Communications Association Rawether CVE-2017-3196 Local Privilege Escalation Vulnerability BID
Printing Communications Association Rawether CVE-2017-3196 Local Privilege Escalation Vulnerability MITRE
CVE Program record CVE.OR!
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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